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Cybercrime/ Cybersecurity?
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Motivations Behind Cyber Attacks

Motivations Behind Attacks
January 2018

1.7%

® Cyber Crime
Cyber Espionage
= Cyber Warfare

® Hacktivism

hackmageddon.com



B Malware

= Account Hijacking

# Unknown

« Targeted Attack

DDoS

& Malicious Browser Extension

« Vulnerabilities

u Malicious Script Injection
Malvertising

- DNS Hijacking

& Tor Traffic Hijacking

u Defacement
SQLi?

hackmageddon.com

1.7% 0.9% Distribution of Targets
0.9% January 2018
« Individuals

« Human health and social work activities
Financial and insurance activities
- Multiple Industries
u Public administration and defence, compulsory social security
& Fintech
& Information and communication
« Education
Arts entertainment and recreation
- Transportation and storage
# Unknown
u Wholesale and retail trade
Activities of extraterritorial organizations and bodies
Electricity gas steam and air conditioning supply

Manufacturing hackmageddon.com
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Uszinnves Cybercrime

» PBX/dial-through fraud

* Phishing

* Ransomware - ‘Locky’

* Hacking

* Denial of service attacks — DoS DDoS
* Social engineering

* Insider risk

What is PBX/dial-through fraud?

* PBX (Private Branch Exchanges) are systems which
enable organisations improved communication

* PBX/dial-through fraud occurs when hackers target
PBX's from the outside and use them to make a high
volume of calls to premium rate or overseas
numbers.

* Since the end of June 2013 there have been nearly
500 Action Fraud reports relating to this - costing
victims over £6m.




What is Phishing?

* |t'sacon!

* Using email or websites with malicious code in
links or attachments that can install malware
into your system.

* Often very convincing emails.

PHISHING

* Or telephone calls from IT service desk asking

for passwords or to click on a link or p 11ie SpRar gaisnes
thrives on familiarity.
attachment. He knows yvour name,

vour email address,
and at least a little

* Examples in everyday life are banking scams. about veu,

What is ‘Locky’ Ransomware

“Locky” is the nickname of a new strain of ransomware, so-
called because it renames all your important files so that they
have the extension .locky.

It doesn’t just rename your files, it scrambles them first.

Only the crooks have the decryption key which can be brought
from the crooks over the dark web using bitcoin (BTC).

Prices seen vary from BTC 0.5 to BTC 1.00 (BTC is short for
“bitcoin,” where one bitcoin is currently worth about £295).




What is 15
Hacking?

* A hacker is someone who seeks and exploits weaknesses in a computer
system or computer network.

* Hackers may be motivated by a multitude of reasons - profit, protest,
challenge, enjoyment, identify weaknesses.

* There are different types of hackers:
- White Hat Hacker
- Black Hat Hacker

- Grey Hat Hacker
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What are Denial of Service attacks?

* Also known as Dos or DDos attacks.

* Exploit emails, information access requests and
network timings to interrupt or shutdown an
entire IT system - for example sending multiple
emails or flooding a website with useless traffic
so the system can no longer cope.

* Aim is to cause disruption to legitimate business
or to expose vulnerabilities.




What is social 17
engineering?

* A social engineer runs what used to be called a

"con game."

* Many social engineering exploits simply rely on
people's willingness to be helpful and they are
therefore tricked into breaking normal security AR

procedures. 50CI AL
ENGINEERING

* For example, the attacker might pretend to be a

; The clever manipulation
co-worke!' who has some kind of urgent problem B of the natural human
that requires access to additional network 1 tendency to trust.

: .
resources a

What is insider risk?

The person sitting next to you....

Often regarded as the highest risk for data loss.
Sensitive information is lost when someone makes a
genuine mistake such as sending an email with a

confidential attachment to the wrong addressee.

Motivation can be financial, personal or political .

Stolen data can be used for fraudulent purposes and
criminal gain when in the wrong hands.
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* vununagns aneulunisaua Cyber security

Information Security Policy and Procedure.
Information Security training — Responsible for S ——

(i .
Information. L v
Response Detection

A n

\ Analysis (Z/
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* yinaanuidnla BIG DATA , DATA ANALYTICS, wnatia
nsymuiasdaya (data mining)
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Growth of Unstructiured Data

1970 2000 2010 2015
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Financial Crime : The ‘Crack Team’ 4

DIGITAL INCIDENT
FORENSICS RESPONSE
- -

SECURITY

OPERATIONS

SECURITY
- -

INFORMATION
AGSURAMNCE
-

4ACOMPLIANCE



10 Steps To Cyber Security

Defining and communicating your Board's Information Risk Management Regime is i vare
central to your organisation’s overall cyber security strategy. CESG recommend you ESeEa Caion AN AVASRESS

. . i 2 A e s : Produce user security policies covering
review this regime - together with the nine associated security areas described below - acceptab e organisation’
in order to protect your business against the majority of cyber threats. .'. S A ®

= Establish a staff trainin, me.
...‘ M;uswnar:mssofw . m.
'.' Home and Mobile Working
Network Security - R Develop a mebile working policy and
e Protectyour netwoks aganst etemal nd Establish an effective train staff to adhere to it Apply the
the network perimeter.
— el attack, e goyemance strugture
D content. Iioliumdu:stuwﬁqcomls, aﬂd determine yous

risk appetite.
Secure Configuration

H Apply security patches and ensure that the
Malware Protection Informatlon mwﬁm« of all ICT systems is

Risk Management e T e

L for all ICT devices.
Regime

Maintain the Produce fe-. . Removable Media Controls
Boardisengagement supporting BB Produce a policy to control all access to

with the informatibn risk ! e e s .
Monitoring cybernsk. masladenjent

on to the corporate system.
Establish a strategy and produce
crpom MUnugﬂymgnmail ’ pﬂlICIPS
networks. Analyse logs for Managing User Privileges
mmmﬂmd'wmm k Establish account management processes and

. limit the number of privi accounts. Limit
Incident Management user privileges and monitor user activity.
Establish an incident respons and disaster Control access to activity and audit logs.

capability. MMM|wdemmmgemcmplans.
Provide specialist training to the incident management

e . |CPNI |
ot s e | S e iecin | Cabinet Office team. Report crminal inckdents to law enforcement.




