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Topics

• The Old, COSO 2004 ERM (Enterprise Risk 

Management) Framework

– Obstacles and misconceptions

• The New, COSO 2017 ERM Framework

– Comparison with COSO 2004
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OBSTACLES AND 

MISCONCEPTIONS

The Old, COSO 2004 

ERM Framework
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What is Risk?

• Need to understand the difference between the risk 

management concepts of expected outcome (loss) and 
unexpected outcome (Loss/Gain) or uncertainty 

– Many people think that expected loss or any undesirable 

outcome is “risk”.
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Risk Management

• Risk management becomes not the process of 

controlling and reducing expected losses (which is 

essentially a budgeting, pricing, and business efficiency 

concern), but the process of understanding, costing, and 

efficiently managing unexpected levels of variability 
in the outcomes for a business.
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Goals of Risk Management
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COSO

• Committee of Sponsoring 
Organizations of the Treadway 
Commission (COSO) was 
organized in 1985.

• COSO is a joint initiative of five 
private sector organizations and 
it’s goal is to provide thought 
leadership dealing with three 
interrelated subjects: 
– enterprise risk management 

(ERM), 

– internal control, and 

– fraud deterrence.

7ผศ.ดร.สุลกัษมณ์ ภทัรธรรมมาศ

ERM-COSO

• Enterprise risk management is a process, 

• effected by an entity’s board of directors, management 

and other personnel, 

• applied in strategy setting and across the enterprise, 

• designed to identify potential events that may affect 

the entity, 

• and manage risk to be within its risk appetite, 

• to provide reasonable assurance regarding the 
achievement of entity objectives.

8ผศ.ดร.สุลกัษมณ์ ภทัรธรรมมาศ



11/8/2017

ผศ.ดร.สุลกัษมณ์ ภทัรธรรมมาศ 5

The ERM Framework-COSO

• ERM framework is geared to 
achieving an entity’s objectives, set 
forth in four categories:

– Strategic – high-level goals, aligned 
with and supporting its mission

– Operations – effective and efficient 
use of its resources

– Reporting – reliability of reporting

– Compliance – compliance with 
applicable laws and regulations

• A particular objective can fall into 
more than one category.

– ERM does not say that there are 4 
types of risk category.
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The ERM Framework-COSO

• ERM considers activities at all 

levels of the organization:

– Enterprise-level

– Division or subsidiary

– Business unit processes

– The integration process is not 

easy.

• ERM requires an entity to take 

a portfolio view of risk.

– Management considers how 

individual risks interrelate.

– This can be viewed as consistent 

with Basel III concept.
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ERM Creates Values

• From Carroll (2015), ERM can deliver value by driving 

positive change. A survey of business executives 

showed the following improvements:

– 72% made better risk-adjusted decision making

– 60% enhanced board risk oversight

– 59% improved performance management

– 58% improved capital efficiency

– 55% experienced organizational and process optimization

– 54% achieved higher quality strategic planning

– 53% improved regulatory compliance

– 50% improved brand reputation
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ERM:  Full Integration is Hard

Source: Beasley et. al. (2010)
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ERM:  Full Integration is Hard
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ERM for Holding Companies 

is Complex
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ERM for Holding Companies 

is Complex
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Practical Direction?

ผศ.ดร.สุลกัษมณ์ ภทัรธรรมมาศ 16
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Clearing of Misconceptions

• From COSO (2017)

• Enterprise risk management is not a function or 
department.

• Enterprise risk management is more than a risk 
listing.

• Enterprise risk management addresses more 
than internal control.

• Enterprise risk management is not a checklist.

• Enterprise risk management can be used by 
organizations of any size.
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Source: 

COSO 
(2004b)
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1. Internal Environment

• The 2 most difficult tasks are:
– Established Risk Appetite

– Establishes the entity’s risk culture
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Risk Appetite

• Risk appetite is the amount of risk, on a broad 

level, an organization is willing to accept in 

pursuit of value.

• It reflects the entity’s risk management 

philosophy, and in turn influences the entity’s 

culture and operating style. 

– What is the unit of such risk appetite?

– Numerical or Statement?

– Low risk/High risk could mean different level of risks 

to different people.
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Examples of Risk Appetite 

Statements
• The Organization operates within a low overall risk 

range. The Organization’s lowest risk appetite 

relates to safety and compliance objectives, 

including employee health and safety, with a 

marginally higher risk appetite towards its strategic, 

reporting, and operations objectives. This means 

that reducing to reasonably practicable levels the 

risks originating from various medical systems, 

products, equipment, and our work environment, 

and meeting our legal obligations will take priority 

over other business objectives.
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Source: Office of the Comptroller of the Currency (2016)

Risk Culture:  Implementation?
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2. Objective Setting

• Is applied when management considers risks strategy in 
the setting of objectives.

• Risk tolerance, the acceptable level of variation around 
objectives, is aligned with risk appetite. 

– No standard guidelines

– Tend to define risk tolerance for each risk factor not at objective 
level.
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Risk Appetite & Risk Tolerance

• Source: https://www.izenbridge.com/blog/what-is-the-difference-between-risk-

appetite-risk-tolerance-and-risk-threshold/
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3. Event Identification

• Differentiates risks and opportunities.

• Events that may have a negative impact 
represent risks.
– Most organization tends to focus more on this part.

• Events that may have a positive impact 
represent natural offsets (opportunities), which 
management channels back to strategy setting.
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Inherent and Residual Risk

• Inherent Risk: The risk that an activity would pose if 

no controls or other mitigating factors were in place 

(the gross risk or risk before controls) 

• Residual Risk: The risk that remains after controls 

are taken into account (the net risk or risk after 

controls). 

• Most of the time we tend to focus on and identify 

residual risk.

– Low residual risk could mean that the inherent risk is large 

but the existing risk management is very effective.
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Inherent and Residual Risk
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Source: IMA (2007)

Risk List & Domains- Examples
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Overlapping Issue
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Risk Identification
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4.การประเมนิความเส่ียง 
(Risk Assessment) 

• Allows an entity to understand the extent to which 
potential events might impact objectives.

• Assesses risks from two perspectives:

- Likelihood

- Impact

• Is used to assess risks and is normally also used to 
measure the related objectives.

• Employs a combination of both qualitative and 
quantitative risk assessment methodologies.

• Assesses risk on both an inherent and a residual basis.
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Assess Risk Process Flow
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Develop Assessment Criteria

• Developing Assessment Scales

• Some form of measurement of risk is necessary. 
– Without a standard of comparison, it’s simply not 

possible to compare and aggregate risks across the 
organization. 

– Most organizations define scales for rating risks in 
terms of impact, likelihood, and other dimensions. 

• These scales comprise rating levels and definitions that 
foster consistent interpretation and application by different 
constituencies.

• A Likert scale ranking of one (1) to five (5) is most often 
used.
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Important Issues

• Different definitions are often used due to different 

nature of risk.

• Can different definitions really have the same level 

of impact?

– Basel III define categories of risk and provide options on 
how to calculate risk.

• Are the definitions of scale 1 to 5 clearly defined?

• Can all business units/levels use the same scale?

– How can we sum up the severity of risk from lower levels 
to upper levels?
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แผนบริหารความเส่ียง มหาวทิยาลยัธรรมศาสตร์
ปีงบประมาณ 2559
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แผนบริหารความเส่ียง มหาวทิยาลยัธรรมศาสตร์
ปีงบประมาณ 2559
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แผนบริหารความเส่ียง มหาวทิยาลยัธรรมศาสตร์
ปีงบประมาณ 2559
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แผนบริหารความเส่ียง มหาวทิยาลยัธรรมศาสตร์
ปีงบประมาณ 2559
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แผนบริหารความเส่ียง มหาวทิยาลยัธรรมศาสตร์
ปีงบประมาณ 2559
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Likelihood

• Likelihood represents the possibility that a given event 

will occur. Likelihood can be expressed using qualitative 

terms (frequent, likely, possible, unlikely, rare), as a 

percent probability, or as a frequency. 

• When using numerical values, whether a percentage or 

frequency, the relevant time period should be specified 

such as annual frequency or the more relative probability 

over the life of the project or asset. 

• Tend to be less problematic.
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Likelihood Scale
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แผนบริหารความเส่ียง มหาวทิยาลยัธรรมศาสตร์
ปีงบประมาณ 2559
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การประเมนิความเส่ียง 
(Risk Assessment)

ผศ.ดร.สุลกัษมณ์ ภทัรธรรมมาศ 43

Risk Scores

• To determine the ranking the likelihood score is 

multiplied by the impact score to determine the risk 

score.

• Likelihood x Impact = Risk Score

– If likelihood and impact criteria is not comparable for all risk 

factors, the risk scores cannot be comparable.

• If impacts are not comparable, using risk score for 

comparison and allocating resources would be 

problematic.
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Risk Mapping/Heat Map
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Source: Curtis and Carey (2012)

แผนบริหารความเส่ียง มหาวทิยาลยัธรรมศาสตร์
ปีงบประมาณ 2559
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Source: IMA (2007)

COMPARISON WITH COSO 2004

The New, COSO 2017 

ERM Framework
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Definition of Risk

• The possibility that events will occur and affect 

the achievement of strategy and business 

objectives. 

– If business objectives are set unreasonably high, the 

risk would be high.
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Definition of ERM

• The culture, capabilities, and practices, 
integrated with strategy-setting and 
performance, that organizations rely on to 
manage risk in creating, preserving, and 
realizing value. 

• From COSO (2004), ERM is a process, effected by an entity’s 
board of directors, management and other personnel, applied 
in strategy setting and across the enterprise, designed to 
identify potential events that may affect the entity, and 
manage risk to be within its risk appetite, to provide 
reasonable assurance regarding the achievement of entity 
objectives.
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Role of Risk in 

Strategy Selection

Source: COSO (2017)
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8 vs 5 Components

ERM 2004

• Internal Environment

• Objective Setting

• Event Identification

• Risk Assessment

• Risk Response

• Control Activities

• Information and 

Communication

• Monitoring

ERM 2017

• Governance and Culture

• Strategy & Objective-

Setting

• Performance

• Review & Revision

• Information, 

Communication & 

Reporting
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ERM Components

Source: COSO (2017)
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Sets of Principles
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Source: COSO (2017)
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Sets of Principles
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Source: COSO (2017)

P7. Defines Risk Appetite

• There is no standard or “right” risk appetite that 

applies to all entities. 
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Source: COSO (2017)
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Source: COSO (2017)

Developing Risk Profile

ผศ.ดร.สุลกัษมณ์ ภทัรธรรมมาศ 58

Source: COSO (2017)

• Each data point is plotted 

by considering the 

perceived amount of risk 

that corresponds to the 

achievement of a 

business objective or 

strategy. .

• How could we do this in 

practice?
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Risk to Implementing the Strategy 

and Business Objectives

• From COSO (2017) p.51:

• Wherever possible, the organization should use 

similar units for measuring risk for each 

objective. 

• Doing so will help to align the severity of the risk 

with established performance measures.
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Risk Profile
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Source: COSO (2017)

Risk appetite can 

be in qualitative or 

quantitative terms.
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P9. Formulates Business 

Objectives
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Risk Tolerance

• Tolerance focuses on objectives and 

performance, not specific risks.
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Source: COSO (2017)
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Risk Profile
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Source: COSO (2017)

P10. Identifies Risk
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P11. Assesses Severity of Risk

ผศ.ดร.สุลกัษมณ์ ภทัรธรรมมาศ 65
Source: COSO (2017)

Depicting Assessment Results
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Risk Profile
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Source: COSO (2017)

• Does better 

actual 

performance 

mean that risk is 

under control?

• Does lower 

actual 

performance 

mean lower risk?

P12. Prioritize Risks

• Prioritization takes into account the severity of 

the risk compared to risk appetite.

– Risks with similar assessments of severity may be 

prioritized differently. 

– Puzzle!!

– Using severity measure plus ????

• Priorities are determined by applying agreed-

upon criteria.

– This would mean organization would have to design 

these criteria and how to measure them.
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Prioritize Risks

• Examples of these criteria include:

– Adaptability: The capacity of an entity to adapt and 

respond to risks.

– Complexity

– Velocity: The speed at which a risk impacts an entity.

– Persistence

– Recovery: The capacity of an entity to return to 

tolerance.
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P13. Implements Risk 

Responses
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P14. Develops Portfolio View
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Analyzing Portfolio View

• To evaluate the portfolio view of risk, the 

organization will want to use both qualitative and 

quantitative techniques. 

– Could all risk owners at all levels of entity do this?

• Quantitative techniques include regression 

modeling and other means of statistical analysis 

to understand the sensitivity of the portfolio to 

changes and shocks. 

• Qualitative techniques include scenario analysis 

and benchmarking.
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Analyzing Portfolio View

• Undertaking stress testing, scenario analysis, or 

other analytical exercises helps an organization to 

avoid or better respond to big surprises and losses. 

– Choosing how to do the stress testing has always been a 

challenging task.

• By analyzing the effect of hypothetical changes on 

the portfolio view, the organization identifies 

potential new, emerging, or changing risks and 

evaluates the adequacy of existing risk responses.

– Does this mean that the risk identification was incomplete 

at the early stage?
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Risk Profile with Portfolio View
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How to calculate 

these total risks?
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