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What’s New under COSO-ERM 2017
Framework?

Sillapaporn Srijunpetch, Ph.D, CPA

New COSO-ERM 2017

Enterprise Risk Management
Integrating with Strategy and Performance




Today’s organizations
are concerned about:

m Risk Management

m Governance

m Control

m Assurance (and Consulting)

Please note Governance has been
dropped to ranking number two.
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aCOSO ERM 2004




mCOSO: The Committee of

Sponsoring Organization of
Treadway Commission

ERM Defined:

“...aprocess,

effected by an entity's board of directors,
management and other personnel,

applied in strategy setting
and across the enterprise,

designed to identify potential events
that may affect the entity, and

manage risks to be within its risk appetite,

to provide reasonable assurance
regarding the achievement of entity
objectives.”

Source: COSO Enterprise Risk Management — Integrated Framework.
2004. COSO.
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Why ERM Is Important

Underlying prin€iffesimmary page 1l

mEvery entity, whether for-profit
or not, exists to realize value for
Its stakeholders.

mValue is created, preserved, or
eroded by management
decisions in all activities, from
setting strategy
to operating the enterprise day-
to-day.




Why ERM Is Important

ERM supports valtfe tpeatiemee
by enabling management to:

. Deal effectively with potential
future events that create
uncertainty.

- Respond in a manner that
reduces the likelihood of
downside outcomes and
Increases the upside.

ERM- Integrated
Framework

This COSO ERM

framework

- defines essential
components,

- suggests a common
language, and

- provides clear direction and
guidance for enterprise risk
management.

10




Enterprise Risk Management
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Internal Environment
m Establishes a philosophy regarding
risk management. It recognizes
that unexpected as well as expected

events may occur.

m Establishes the entity’s risk culture.

m Considers all other aspects of how
the organization’s actions may
affect its risk culture.

13

Objective Setting

m Is applied when management
considers risks strategy in the
setting of objectives.

m Forms the risk appetite of the entity
- a high-level view of how much
risk management and the board

are willing to accept.

14




Event Identification
- Differentiates risks and
opportunities.

- Events that may have a

negative impact represent
risks.

- Events that may have a
positive impact represent
natural offsets
(opportunities), which
management channels back
to strategy setting.

15

Event Identification

- Involves identifying those
incidents, occurring
Internally or externally,
that could affect strategy
and achievement of
objectives.

- Addresses how internal and
external factors combine
and interact to influence the
risk profile.

16




Risk Assessment
- Allows an entity to
understand the extent to
which potential events might
Impact objectives.

- Assesses risks from two
perspectives:
- Likelihood
- Impact

17

Risk Assessment

- Employs a
combination of
both qualitative
and quantitative
risk assessment
methodologies.
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Risk Response
- ldentifies and evaluates
possible responses to risk.

- Evaluates options in relation
to entity’s risk appetite, cost
vs. benefit of potential risk
responses, and degree to
which a response will
reduce impact and/or
likelihood.

Control Activities
- Policies and procedures
that help ensure that the risk
responses, as well as other
entity directives,
are carried out.

- Occur throughout the
organization, at all levels
and in all functions.

- Include application and
general information
technology controls.




Information &
Communication

- Management identifies, captures,
and communicates pertinent
iInformation in a form and
timeframe that enables
people to carry out their
responsibilities.

- Communication occurs in a
broader sense, flowing down,
across, and up the organization.

21

Monitorin
Effectiveness of the other ERM
components is monitored through:

- Ongoing monitoring activities.
. Separate evaluations.

« A combination of the two.

22




Internal Control
A strong system of internal

control Is essential to effective
enterprise risk management.

This ERM Framework does
not replace the earlier
Framework
on Internal control, but

encompasses it.
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ERM Roles &
Responsibilities

m Management
« The board of directors

« Risk officers

 Internal auditors

There i1s now a CRO Chief
Risk Officer, in addition to
CEO, COO0O, CFO & CI0O.
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Example: Risk Model

Environmental Risks
- Capital Availability
- Regulatory, Political, and Legal
- Financial Markets and
Shareholder Relations

Process Risks
- Operations Risk
- Empowerment Risk
- Information Processing /
Technology Risk
- Integrity Risk
- Financial Risk

Information for Decision Making
- Operational Risk
- Financial Risk
- Strategic Risk

25

DETERMINE RISK
APPETITE

Key questions:

- What risks will the organization

not accept?

(e.g. environmental or quality compromises)

- What risks will the organization

take on new initiatives?

(e.g. new product lines)

- What risks will the organization
accept for competing objectives?

(e.g. gross profit vs. market share?)

26




IDENTIFY RISK RESPONSES

« Quantification of risk exposure

 Options available:
- Accept = monitor

- Avoid = eliminate (get out of
situation)

- Reduce = institute controls

- Share = partner with someone
(e.g. insurance)

217

Impact vs. Probability

High Medium High Risk
Risk

|

M | Share Mitigate &

P Control

A Low Medium
C Risk Risk
T

Accept Control

Low PROBABILI High
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COSO ERM 2017

Enterprise Risk Management Integrating
with Strategy and Performance

29

New COSO-ERM 2017

Enterprise Risk Management
Integrating with Strategy and Performance
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Questions

 Why update the 2004 ERM-Integrated
Framework?

e Enterprise Risk Management — Integrating
with Strategy and Performance

e Update Approach

31

What are key changes?

e Adopt a structure of components and
principles

e Simplify the definition of ERM

32




Key Changes

* |s the adoption of the Framework mandatory?

e How does the Updated Framework relate to

COSQO’s 2013 Internal Control-Integrated
Framework?

33

Key changes

 Emphasizes the relationship between risk and
value

e Focus on the integration of ERM

34




Key Changes

e Examine the role of culture

e Elevate discussion of strategy

35

Key Changes

 Enhance the alignment between performance
and ERM

e ERM and Internal Control

36




ERM 2004

Internal Environment

Objective Setting

Event Identification

Risk Assessment

Risk Response

Control Activities

Information and

8. Communication
Monitoring

NOo Ok wwdRE

ERM 2017
1. Governance and Culture

2. Strategy & Objective-
Setting

3. Performance
4. Review & Revision

5. Information,
Communication & Reporting

37

e COSO ERM 2017 usnsingann COSO
Internal Control Framework 2013

agingle
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COSO 2013
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COSO Overview — Internal control

publications

INTERNAL CONTROL -
INTEGRATED FRAMEWORK

---------------------------------
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Information & Communication

Internal Control - Integrated Framework
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Why update what works — The Framework

has become the most widely adopted control

framework worldwide.

COSO'’s Internal Control-Integrated Framework (1992

Original .
Framework Edition)
Reflect changes .
; _ Expand Articulate
Refresh in business & . d inciples t
I operations an rinciples to
Objectives operating P P P
) reporting facilitate
environments
objectives effective internal
control
Enhancem Updates Broadens Clarifies
ents Context Application Requirements
Updated COSO’s Internal Control-Integrated Framework (2013
Framework Edition)
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Update articulates principles of effective

internal control

Co.ntrol 1. Demonstrates commitment to integrity and
Environment ethical values

2. Exercises oversight responsibility

3. Establishes structure, authority and
responsibility

Demonstrates commitment to competence
BRRSTES sLlshiRARigstives

Identifies and analyzes risk

Assesses fraud risk

Identifies and analyzes significant change

© ® NOD A

10. Selects and develops control activities

11. Selects and develops general controls over
technology

12. Deploys through policies and procedures
13. Uses relevant information

14. Communicates internally
15. Communicates externally

16. Conducts ongoing and/or separate evaluations
17. Evaluates and communicates deficiencies

43
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Points of Focus

e Principle 1: The organization demonstrates
a commitment to integrity and ethical
values.
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e Point of focus
e Sets the tone at the Top
e Establishes Standards of Conduct

e Evaluates Adherence to Standards of
Conduct

e Addresses Deviations in a Timely Manner

51

COSO ERM 2017

Enterprise Risk Management Integrating
with Strategy and Performance
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New COSO-ERM 2017

Enterprise Risk Management
Integrating with Strategy and Performance
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A Focus Framework

ENTERPRISE RISK MANAGEMENT

MISSIONVISION, A STRATEGY BUSINESS ¥ IMPLEMENTATION

& CORE VALUES / DEVELOPMENT OBJECTIVE r & PERFORMANCE
FORMULATION

Smegy& Performance Review
&Ctitum & Revision

Communication,
&Reporting
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; Governance & Culture

1. Exercises Board Risk

Oversight <+ NITUMIVIENMNVQUANNNITYS
2. Establishes Operating < dalasvadumemninutym
Structures

>

ﬁ%13m1’i@1uﬁiiu°ﬁ@9\}ﬂﬂﬂﬁ

)

*

3. Defines Desired Culture

4. Demonstrates
Commitment
to Core Values

5. Attracts, Develops,

and Retains Capable
Individuals
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; Strategy and Objective Setting

6. Analyzes Business
Context

1. Defines Risk Appetite

8. Evaluates Altemative
Strategies

0. Formulates Business
Objectives
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{2 Performance

10. Identifies Risk

11. Assesses Severity
of Risk
12. Prioritizes Risks

13. Implements Risk
Responses

14. Develops Portfolio
View
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@ Review & Revision

15. Assesses Substantial

Change ¢ Ussiliumanldeunlasifiassdity
16. Reviews Risk and S APUMUAIMABIAZNANITANS

Performance 2 wmalSulyemsuimsanuasees
17. Pursues Improvement 03fing

In Enterprise Risk

Management
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@ Information, Communication & Reporting

18. Leverages Information
and Technology

19. Communicates Risk
Information

20. Reports on Risk

Culture, and
Performance
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