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The Old, COSO 2004
ERM Framework

OBSTACLES AND
MISCONCEPTIONS
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What is Risk?

* Need to understand the difference between the risk
management concepts of expected outcome (loss) and
unexpected outcome (Loss/Gain) or uncertainty

— Many people think that expected loss or any undesirable
outcome is ‘“risk”.
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Risk Management

* Risk management becomes not the process of
controlling and reducing expected losses (which is
essentially a budgeting, pricing, and business efficiency
concern), but the process of understanding, costing, and
efficiently managing unexpected levels of variability
in the outcomes for a business.
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Goals of Risk Management
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COSO

M/ « Committee of Sponsoring
v American Organi_zat_ions of the Treadway
)N Accounting Commission (COSO) was

Association

W)
\V 4
¥

organized in 1985.

= @ * COSO is ajoint initiative of five
\«» fEl private sector organizations and

it's goal is to provide thought

5 leadership dealing with three
lllla@ interrelated subjects:
— enterprise risk management

s (ERM),
& The Institute of -
.A,mcmamudito“ — internal control, and
kel 00’ 3 — fraud deterrence.
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ERM-COSO

» Enterprise risk management is a process,

+ effected by an entity’s board of directors, management
and other personnel,

» applied in strategy setting and across the enterprise,

+ designed to identify potential events that may affect
the entity,

+ and manage risk to be within its risk appetite,

 to provide reasonable assurance regarding the
achievement of entity objectives.
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The ERM Framework-COSO

+ ERM framework is geared to

achieving an entity’s objectives, set e
forth in four categories: fgffpﬁ‘f 5 ’
— Strategic — high-level goals, aligned Internal Environment ’ﬂg
with and supporting its mission -mm-'ﬂﬂg
— Operations - effective and efficient -wm-ﬁgﬂg
use of its resources -mm-ﬂﬁﬂﬂ
— Reporting — reliability of reporting -mm-ﬂgﬂ’
— Compliance — compliance with -m-ﬁ"’

applicable laws and regulations mwm”’

* A particular objective can fall into -mm-’

more than one category.

— ERM does not say that there are 4
types of risk category.
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The ERM Framework-COSO

* ERM considers activities at all
levels of.the organization: j”f e
— Enterprise-level
— Division or subsidiary
— Business unit processes

Internal Environment

“&'&“@‘

— The integration process is not m
easy. = |

. . Control m

+ ERM requires an entity to take e et
a portfolio view of risk. mm

— Management considers how
individual risks interrelate.
— This can be viewed as consistent

with Basel Il concept.
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ERM Creates Values
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* From Carroll (2015), ERM can deliver value by driving
positive change. A survey of business executives
showed the following improvements:

— 72% made better risk-adjusted decision making

— 60% enhanced board risk oversight

— 59% improved performance management

— 58% improved capital efficiency

— 55% experienced organizational and process optimization
— 54% achieved higher quality strategic planning

— 53% improved regulatory compliance

— 50% improved brand reputation

o ¢ o 11
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ERM: Full Integration is Hard

Very . Somewhat . Between Mature . Somewhat : Very

Immature ! Immature : and Immature : Mature : Mature

What is the level of maturity of 14.5% 27.9% 36.8% 17.4% 3.4%
your organization’s ERM process?

Current Stage of ERM

@ Systematic, robust and repeatable

12.5% process with regular reporting of

aggregate top risk exposures to board

28.2%

@ Mostly informal and unstructured, with
ad hoc reporting of aggregate top risk
exposures to the board

@ Mostly track risks by individual silos of
risk, with minimal reporting of aggre-
gate top risk exposures to board

. There is no structured process for
identifying and reporting top risk
exposures to the board

Source: Beasley et. al. (2010)
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ERM: Full Integration is Hard

Figure 1: Changes in Mindset towards Risk Management

(Percentage Distribution)

Revenues Revenues

North Europe Under At Least Publicly Privately
Owned

America $1

Continue to see risk as a threat to
the organization and actively manage
it, but not in an integrated manner 38% 40% 39% 34%

Now see risk as part of business and
we actively manage both the
opportunities and threats, but not in

an integrated manner

28 38

Billion $1 Billion  Traded

23 38

35%

33

38%

24

Recently decided to approach risk
in integrated manner across
functions, business lines and

risk classes

26 8

24 19

26

19

Continue to see risk as a threat
to the organization, but we still
do not manage it actively 6 11

Other

14 6

19

Source: 2013 gtnews Treasury Risk Survey
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ERM for Holding Companies

AP

’/

y 4

13

Sompo Holdings

Audit & Board of Directors
Supervisory
Board ‘
Group CEO

Management Committee

Internal Audit
Department

Group CRO
(Officer in charge of
Risk Management Dept.)

Group ERM Committee

|

Office of Group CEO,
Investment Management Dept.,
Risk Management Dept,, etc.

HALAT.ZANHNE] ANTFITINA

WAL.AT.ganbual ANTTITUA

SCO mpe

Communication of management
strategy and basic policies
Management monitoring,
instructions, etc.

Reports of serious events, etc.

Subsidiaries, etc.
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ERM for Holding Companies
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-Based Management
ERM) Committee
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: Percentages
Perceptions about COSO’s ERM : “Notat All : “Moderate” : “Significant or
Framework Positive Statements ¢ or Minimal” : : A Great Deal”
Provides theoretically sound principles 8.4% 25.0% 66.6%
and guidance for ERM
Provides a common language for ERM that is widely 20.2% 33.4% 46.4%
accepted by organizations and their stakeholders
Clearly describes the key elements of a robust ERM process 178% 36.4% 45.8%
Demonstrates that ERM can add value to an organization 29.5% 32.5% 38.0%
Enables management to better assess how much risk 26.8% 370% 36.2%
the organization accepts relative to stated objectives
Provides clear and practical direction and 35.8% 39.5% 24.7%
guidance for the implementation of ERM
Source: Beasley et. al. (2010)
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Clearing of Misconceptions
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From COSO (2017)

Enterprise risk management is not a function or

department.

Enterprise risk management is more than a risk

listing.

Enterprise risk management addresses more
than internal control.

Enterprise risk management is not a checkilist.

Enterprise risk management can be used by
organizations of any size.

weLAs . qanbual TNIBITINA

Internal Environment
Risk Management Philosophy — Risk Appetite - Board of Directors — Integrity and Ethical Values
~Ci i to C izati Structare - Assi; of Authority and
Responsibility — Human Resource Standards

Objective Setting
Steategic Objectives — Related Objectives — Selected Objectives - Risk Appetite -
Risk Tolerances

Risk Assessment
Inherent and Residual Risk — Establishing Likelihood and Impact — Data Sources -
Assessment Techniques - Event Relationships

Risk Response

Evaluating Possible Responses — Selected Responses — Portfolio View

Source:
COSsO
(2004b)
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1. Internal Environment

- The 2 most difficult tasks are:
- Established Risk Appetite
— Establishes the entity’s risk culture

o ¢ o 19
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Risk Appetite

+ Risk appetite is the amount of risk, on a broad
level, an organization is willing to accept in
pursuit of value.

* It reflects the entity’s risk management
philosophy, and in turn influences the entity’s
culture and operating style.

— What is the unit of such risk appetite?
— Numerical or Statement?

— Low risk/High risk could mean different level of risks
to different people.

o ¢ o 20
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Examples of Risk Appetite
—  Statements
* The Organization operates within a low overall risk

range. The Organization’s lowest risk appetite
relates to safety and compliance objectives,
including employee health and safety, with a
marginally higher risk appetite towards its strategic,
reporting, and operations objectives. This means
that reducing to reasonably practicable levels the
risks originating from various medical systems,
products, equipment, and our work environment,

and meeting our legal obligations will take priority
over other business objectives.

Source: Office of the Comptroller of the Currency (2016)
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Risk Culture: Implementatlon?
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2. Objective Setting

Is applied when management considers risks strategy in
the setting of objectives.

Risk Appetite & Risk Tolerance =

Risk tolerance, the acceptable level of variation around
objectives, is aligned with risk appetite.

- No standard guidelines
- Tend to define risk tolerance for each risk factor not at objective

level.

23
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Lo

Take risk of upto

Talk more &
100,000 USD

Risk
identify it

Tolerance

. We cannot take

Define the spec'lﬁc risk of 20,000

Risk number used in USD with 50%
Threshold Risk Mana_gement probablity
Planning of occuring

Source: https://www.izenbridge.com/blog/what-is-the-difference-between-risk-
appetite-risk-tolerance-and-risk-threshold/
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3. Event Identification

« Differentiates risks and opportunities.

- Events that may have a negative impact
represent risks.
— Most organization tends to focus more on this part.

» Events that may have a positive impact
represent natural offsets (opportunities), which
management channels back to strategy setting.

o ¢ o 25
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Inherent and Residual Risk

« Inherent Risk: The risk that an activity would pose if
no controls or other mitigating factors were in place
(the gross risk or risk before controls)

* Residual Risk: The risk that remains after controls
are taken into account (the net risk or risk after
controls).

« Most of the time we tend to focus on and identify
residual risk.

— Low residual risk could mean that the inherent risk is large
but the existing risk management is very effective.
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Inherent and Residual Risk

Distribution after Risk Management

Inherent
Distribution

Earnings

Source: IMA (2007)
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Risk List & Domains- Examples

Skrateqic/ Opera Technology Hazard
Competition e Business - e Credit/ e Conflicts of e Multiple e Natural
* Affiliation, Management Retention Collections Interest Vendors Disaster
Mergers & Discipline / e Organizational |  Financial e Fraud, Theft * Social  Failure to Plan
Acquisitions Cost Structure, Performance and Networking e Failure to Act
« Variability in Management Alignment & e Billing Embezzlement | e Information Timely
Patient- e Equipment Direction Accuracy / e Governance, Breach e Inability to
Related Maintenance e Succession Compliance Compliance e Bar Coding Manage a
Volume * Failure to Planning * Payer Mix / and Oversight * Hybrid EMR Crisis
e Research Identify & e Unionization Reimburseme e ACO e IT e No Backup
Grant/ Follow EBM e Turnover nts e HIPAA Privacy Infrastructure Systems or
Funding e Facility e Recruitment e Pension / & Security & Security Appropriate
Availability Maintenance « Aging Retirement e Health Reform | e Paucity of IT Duplicate
* New Models e Timely Access Workforce (o] . ploy Professionals systems
for Care to Care e Disruptive e Philanthropy / Practices e Failure to Act
Delivery e Failure to Behavior Fundraising / in a Timely
e Diminished Refer o Flex Staffing Capital Manner
Market * Failure to e Workers’ Campaign e Incompatible
* Regulatory Diagnosis Compensation * Failure to Programs
Change / e Clinical e Physician Meet Margin
Healthcare Continuity Shortage e Uncompensat
Reform « Insufficient ed Care
e Conflict of Discharge * Access to .
Interest Plannin, Capital
‘D | — o Overlapping Issue
Capital Clinical Management
Spending Competency e Revenue
* Hospital / Enhancement
Physician
Relationship
* Availability of
Public Data
(HAI/HAC)
we.as.ganuual SnssIsIINA 28
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Risk Identification
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Do NOT

Main goals and

try to quantify at Objectlves
these levels (revenue missed)
I |
| 1
Risk #1 Risk #2 RIsk #3
to achleving to achleving to achleving
goals and goals and goals and
objectives objectlves objectives
(fallure to sell)

e T e T

Quantify risks at — | Driver of Driver of Driver of Driver of Driver of Driver of
this level or below Risk #1 Risk #1 Risk #2 Risk #2 Risk #3 Risk #3
Source: IMA (2007) HALAT. ganBNEl ANTFTTNNA 29
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(Risk Assessment)

* Allows an entity to understand the extent to which
potential events might impact objectives.

» Assesses risks from two perspectives:
- Likelihood
- Impact

* Is used to assess risks and is normally also used to
measure the related objectives.

+ Employs a combination of both qualitative and
guantitative risk assessment methodologies.

» Assesses risk on both an inherent and a residual basis.

o ¢ o 30
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Assess Risk Process Flow

Exhibit 2: Assess Risks Process Flow Diagram

+ Assess Risks

Identify g i N Prioritize ' Respond
Risks ¢ Risks v to Risks

...........................................................................

Source: Curtis and Carey (2012)
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Develop Assessment Criteria E=

» Developing Assessment Scales

« Some form of measurement of risk is necessary.

— Without a standard of comparison, it's simply not
possible to compare and aggregate risks across the
organization.

— Most organizations define scales for rating risks in
terms of impact, likelihood, and other dimensions.

* These scales comprise rating levels and definitions that
foster consistent interpretation and application by different
constituencies.

* A Likert scale ranking of one (1) to five (5) is most often
used.

o ¢ o 32
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Rating :° Descriptor ‘ Definition
5 ! Extreme % « Financial loss of $X million or more?
: i = International long-term negative media coverage: game-changing loss of
market share
Significant prosecution and fines, litigation including class actions,
ncarceration of leadership
Significant injuries or fatalities to employees or third parties, such as
1 customers or vendors
: = Muttiple senior leaders leave

4 Major Financial loss of $X million up to $X million

: National long-term negative media coverage; significant loss of market share
Report to regulator requiring major project for corrective action
Limited in-patient care required for employees or third parties, such as
customers or vendors
Some senior managers leave, high turnover of experienced staff, not
perceived as employer of choice

(T A

3 :  Moderate Financial loss of $X million up to $X million

: National short-term negative media coverage
Report of breach to regulator with immediate correction to be implementead
Out-patient medical treatment required for empioyees or third parties, such
as customers or vendors
Widespread staff morale problems and high turnover

Financial loss of $X million up to $X million

Local reputational damage

Reportable incident to reguiator, no follow up

No or minor injuries to employees or third parties, such as customers or vendors
General staff morale problems and increase in turnover

2 Minor

Financial loss up to $X million

Local media attention quickly remedied

Not reportable to regulator

No injuries to employees or third parties, such as customers or vendors
Isolated staff dissatisfaction

1 : Incidenta

(%8 208

Source: Curtis and Carey (2012) HALAT. ganBNEl ANTFTTNNA 33

Important Issues

» Different definitions are often used due to different
nature of risk.

+ Can different definitions really have the same level
of impact?

— Basel Il define categories of risk and provide options on
how to calculate risk.

» Are the definitions of scale 1 to 5 clearly defined?

e Can all business units/levels use the same scale?

— How can we sum up the severity of risk from lower levels
to upper levels?

o ¢ o 34
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Likelihood
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» Likelihood represents the possibility that a given event

will occur. Likelihood can be expressed using qualitative
terms (frequent, likely, possible, unlikely, rare), as a

percent probability, or as a frequency.

* When using numerical values, whether a percentage or
frequency, the relevant time period should be specified
such as annual frequency or the more relative probability
over the life of the project or asset.

» Tend to be less problematic.

WAL.AT.ganbual ANTTITUA
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Likelihood Scale

Descriptor : Definition

Frequent : Uptooncein 2 years

* or more
Likely  : Oncein 2 years upto
+ once in 25 years
Possible : Once in 25 years up to
» once in 50 years
Unlikely  * Once in 50 years up
. toonce in 100 years

Rare  , Oncein100 years or less

Nlustrative Likellhood Scale

Rating  Annual Frequency

Probability
Descriptor : Definition
Almost : 90%or greater chance of
certain ¢ occurrence over life of asset or project
Likely : 65% up to 90% chance of occurrence
+ over life of asset or project
Possible  « 35% up to 65% chance of occurrence
over life of asset or project
Uniikely + 10% up to 35% chance of occurrence
¢ over life of asset or project
Rare <10% chance of occurrence over life

+ of asset or project

Source: Curtis and Carey (2012)
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(Risk Assessment)

Qualitative

Risk Identification
Risk rankings
Risk maps
Risk maps with
Impact and likelihood
Risks mapped to
R T

Qualitative/
Quantitative

of risk
Validation or risk likellhood
of cor

Risk-

Gain/loss curves
Tornado charts

Identification of risk
correlations

o
Benchmarking

Net present value
Traditional measures

Source: IMA (2007)
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Risk Scores

uantitative

Probablistic techniques
cash flow at risk
earnings at risk
earnings distributions
eps distributions

—

43

To determine the ranking the likelihood score is
multiplied by the impact score to determine the risk

score.

Likelihood x Impact = Risk Score

— If likelihood and impact criteria is not comparable for all risk
factors, the risk scores cannot be comparable.

If impacts are not comparable, using risk score for
comparison and allocating resources would be

problematic.

WAL.AT.ganbual ANTTITUA
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Risk Mapping/Heat Map

Exhibit 7: lllustrative Heat Map

1 Supply chain disruption 4.8

2 Customer preference shift 41

3+ Copper price rise >10% 143

4 Work stoppage > 1week : 4.4

§ 5 Economic downturn : 40

= 6 Supplier consolidation 38

% 7 Local competitors enter 39

8 @ New substitutes available : 4.5

9 Cost of capital rise >5% 29

10 Tighter emission standards 34

11 % FCPA violation 140

12 : Exchange rate fluctuations : 27

no: .

! 2 N + * 60: Impairment of assets 1.6
Impact

Dots representirisk #1 - #n
Dot size reflects speed of onset
@ Very Low @ Low @ Medium High @ Very High

L

P37
EEE
147
: 45
: 37 ;
142
: 45
=
P40
P46
P40
L4

P27

Source: Curtis and Carey (2012)
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RM MATURITY MODEL

EXHIBIT 17.
Phase Objectives )
+ Build executivedevel support 8 ofa - risk manag
. i B8Cross ai ents
'Z:‘ngmenmmmdwmm:dd '_WW' o W:mwwpm

commitment process
+ Develop segment-level risk
management commitments

Source: IMA (2007)

‘Stage Objectives:

Vision, Strstegy & | Foundation of
Awreress Structure,

m:asi remediate significant risk issues and
fulfill their segment risk management

commitment

. S jevel

at

levels

uﬁed in ma'nuk mmqemrem process

+ Demonstrating the tangible value of 3
disciplined risk management process within
each segment
Stage 3: Stage 4: Stage 5: Stage 6:
Alignment Engagement Operationalize
- s-l.' l: *u-' hl::ﬁ;.
lssuns from
Vgt | it | Dotk | gt
Commément Process the Risk
Process
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+ Evolve to an Enterprise Risk Commitment and
; by * ind” the

Segment Fhs;t Commitments to consider cross-
segment risk issues and interdependencies

+ Enhance coordination and integration

among
Segment Business Risk Services (BRS) teams
to help the enterprise remediate significant risk
=sues and fulfill the Enterprise Risk Commitment

+ Deepen risk management focus on potential
nsk issues i to all busi 2r
+ Enhance ination with other

of the Enterprise Risk Management Operating
Model that focus on specific areas of risk

exposure

47
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ERM Framework
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Definition of Risk

« The possibility that events will occur and affect
the achievement of strategy and business
objectives.

— If business objectives are set unreasonably high, the
risk would be high.

o ¢ o 19
WALAT.GanBNY ANIFITHINA

Definition of ERM
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» The culture, capabilities, and practices,
with strategy-setting and
, that organizations rely on to

manage risk in creating, preserving, and
realizing

* From COSO (2004), ERM is a process, effected by an entity’s
board of directors, management and other personnel, applied
in strategy setting and across the enterprise, designed to
identify potential events that may affect the entity, and
manage risk to be within its risk appetite, to provide
reasonable assurance regarding the achievement of entity
objectives.

o ¢ o 50
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Role of Risk in

Strategy Selection

; Im
oring Wi,
) ;
o 2 Vo,

o

»

STRATEGY,

MISSION, VISION & ; BUSINESS
CORE VALUES OBJECTIVES, &
PERFORMANCE

ENHANCED
PERFORMANCE

W)
0930140 ABorens®

o
), *)
% " B

o <«
Strategy & pett®

Source: COSO (2017)
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8 vs 5 Components

ERM 2004 ERM 2017

* Internal Environment » Governance and Culture

* Objective Setting » Strategy & Objective-

« Event Identification Setting

+ Risk Assessment + Performance

+ Risk Response * Review & Revision

« Control Activities * Information,

* Information and Commgnication &
Communication Reporting

* Monitoring

nAt.as.qanyual fnssssung 52
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ERM Components

MISSION, VISION STRATEGY

& CORE VALUES DEVELOPMENT

‘ \

ENTERPRISE RISK MANAGEMENT

BUSINESS 4 IMPLEMENTATION ENHANCED
OBJECTIVE & PERFORMANCE VALUE
FORMULATION 4

[ Governance Strategy & Performance Review Information,
; & Culture Objective-Setting & Revision Communication,

Source: COSO (2017)

Sets of Principles

& Reporting

o ¢ o 53
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Governance
) & Culture

1. Exercises Board Risk
Oversight

2. Establishes Operating
Structures

w

. Defines Desired Culture

n

. Demonstrates
Commitment
to Core Values

5. Attracts, Develops,
and Retains Capable
Individuals

Source: COSO (2017)
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Strategy & Performance
Objective-Setting

6. Analyzes Business 10. Identifies Risk
Context 11. Assesses Severity
7. Defines Risk Appetite of Risk

[8. Evaluates Alternative ] 12. Prioritizes Risks
Strategies 13. Implements Risk

9. Formulates Business Responses
Objectives 14. Develops Portfolio
View
WAL.AT.ganbual ANTTITUA 54
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Sets of Principles

Review Information,
& Revision Communication,

& Reporting
15. Assesses Substantial 18. Leverages Information
Change and Technology
16. Reviews Risk and 19. Communicates Risk
Performance Information
17. Pursues Improvement 20. Reports on Risk,
in Enterprise Risk Culture, and
Management Performance
Source: COSO (2017)
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P7. Defines Risk Appetite 2

oS

» There is no standard or “right” risk appetite that

applies to all entities.

Example 7.4: Risk Appetite Expression

.

A low appestite for A moderate appstite
risks that reduce for risks that reduce
research reputation IT security

Source: COSO (2017)

e 4

A high appetite for
risks that refate to
improving opera-
tional efficiencies

o ¢ o 56
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Strategy: To build
brand [oyalty by
producing food that s
delicicus and exciting,
that peasle want to eat
bacause It lastes good,
not bacavse it is good
far them.

Risk Appetite: Erand is essential to us. We have a
lowver gk appetite for making ary dacisions that chal-
lerge cur brand, We will not make cecisions that put
st abova our core values, praduct guality, er ingredi-
eatchoice, Mor will we make decisions that put growth
above ststainable operaticns. However, we will strive
to be innovative to develop procucts that meet custom-
s’ prefeances and accepl rsk viewed as moderalely
sovers [or less) that leads to impasts on krand.

Business Objective:
To continue to develop
new, innovative prod-
ucts that interest and
excite consumars,

Risk Appetite: We will cortinue to strive to be inno-
wativa and find new tastes. We understand that such a
focus has a more moderate sk prefile and will manage
the risk of failing to develop new lasies our cusiomens
desin the opporidaity to anhance our product
offerings.
Risk Appetite: Wa will not maks dacisions that sompro-
mise our brand by using products that are not certified
ofganic. We accapt that this may increase odr cost.

Business Objective:
To expand our
presencea in the high
er-end health food

o g

Risk Appetite: We value our brand as a premium
product and will locus anly on thoss relailers thal share
our cors values, We have o lower risk appatite relat-

ing to decisions impacting our retall presence, We wil
oy accest risks that impact retal preserce where

wa halizve that we can increase the long-term value of
the compary and thoza retailers share curvalies. We
understand that making decisions in this mannsr may
affect our sales channel.

Source: COSO (2017)
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Developing Risk Profile

Figure D.1: Risk Profile

» Each data point is plotted
by considering the
perceived amount of risk
that corresponds to the
achievement of a
business objective or

T Severity of Stl‘ategy. !

known and * How could we do this in

unknown risks practice?

Risk

Performance
M Risk curve

Source: COSO (2017)

o ¢ o 58
WALAT.ZaNBN ANTTITHUA

o Jd o
WA.AT.GaNYNA ANTFITNIA 29



HALAT.ZANHNE] ANTFITINA

Risk to Implementing the Strategyps
and Business Objectives

* From COSO (2017) p.51:

« Wherever possible, the organization should use
for measuring risk for each

objective.

« Doing so will help to align the severity of the risk
with established performance measures.

o ¢ o 59
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Risk Profile

Figure 7.3 Risk Profile Showing Risk Appetite and
Risk Capacity

Target

Risk appetite can
be in qualitative or
guantitative terms.

Risk

Performance
M Risk profile M Risk appetitle M Risk capacity

Source: COSO (2017)
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P9. Formulates Business

Objectives

Example 7.9: Sample Business Chjectives by Level

Business objectives
({entity)

Business Objective

* Continue to develop innova-
tive products that interest and
excite consumers

= Expand retail presence in the
health food sector

Performance Measure and Target
* 8 products in R&D at all times
* 5% growth year over year

Business objectives for
North America (division)

« Increase shelf space in leading
stores that share our core values

= Continue to source products in
local markets

= 7% increase in shelf space

* 92% local source rate

Business objectives for

unit)

Confectionary (operating

+ Develop high-quality and safe
snack products that exceed
consumer expectations

* 4.8 out of 5 in customer satis-
faction survey

Business objectives
for Human Rescurces
{function)

= Maintain favorable annual turn-
over of employses

= Recruit and train product sales
managers in the coming year

= Turnover less than 10%
= Recruit 50 sales managers

* 95% training rate for sales staff

Source: COSO (2017)
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Risk Tolerance

61

Example 7.11: Tolerance Statements

Business Objective
Return on investment
(ROI) for an asset
manager

Target
Target 5% annual return on its
portfolio

Tolerance

3% to 7% annual return

On-line home delivery
orders for a restaurant

Target delivery within 40 minutes

30- to 50-minute delivery time

Minimize missed calls
from a call center

Target 2% of overall calls

1% to 5% of overall calls

» Tolerance focuses on objectives and
performance, not specific risks.

Source: COSO (2017)
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Risk Profile

Figure 7.5 Risk Profile Showing Tolerance

Tolerance

Target

Risk

Performance

M Risk profile M Risk appetitle

M Risk capacity
Source: COSO (2017)
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P10. Identifies Risk

Figure 8.2: Risk Impacts at Differing Levels

Entity Business Entity Business
- Ohjective 1 Ohjective 2
Business Business Business
Objective 1 Objective 2 Objective 3
Risk 1 Risk 2 Risk 3 Risk 4

Source: COSO (2017)
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P11. Assesses Severity of E

Figure 8.6: Assessing Severity at Different Levels

1) Business objective-level risk retains severity 2) Business objective-level risk decreases in
at higher levels severity at higher levels

Enlity Business.
Objective

Entity Business
Onjectiva 1

3) Business objective-level risk increases in 4) Entity business objective-level risk
severity at higher levels decreases in severity at lower levels

Entity Business
Objective

Entity Business Entity Business
Objective 1 Obj 2

Entity Business

Ob

- F- 7§ 7

Source: COSO (2017)

o ¢ o 65
WALAT.GanBNY ANIFITHINA

Depicting Assessment Results

Figure 8.8: Business Objective Heat Map

Likelihood Rating

Impact Rating

Source: COSO (2017)
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Risk Profile

Figure 8.9: Business Objective Risk Profile

I—Taaerc —|

* Does better
| | actual
performance
mean that risk is
| | under control?
* Does lower
| | actual
performance
' 1 ' mean lower risk?

Risk

Performance
M Risk curve M Risk appetitle M Target
Actual performance

Source: COSO (2017)
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P12. Prioritize Risks

* Prioritization takes into account the severity of
the risk compared to risk appetite.

— Risks with similar assessments of severity may be
prioritized differently.

— Puzzlel!
— Using severity measure plus ????
* Priorities are determined by applying

— This would mean organization would have to design
these criteria and how to measure them.

o ¢ o 68
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Prioritize Risks

« Examples of these criteria include:

: The capacity of an entity to adapt and
respond to risks.

: The speed at which a risk impacts an entity.

tolerance.

HALAT. ganBNEl ANTFTTNNA

P13. Implements Risk

: The capacity of an entity to return to

69

Responses

Figure D.8 Effect of Risk Response

Target and Tolerance

Risk

Perforﬁance

M Risk curve

Source: COSO (2017)
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P14. Develops Portfolio Vie

Figure 810 Portfolieo View of Risk

Strategy View (Portfolio)

Our strategy is Lo levarage groduct design and cuslomer service Lo becorme the industry leader

Entity Objective View (Risk Profile}

Strengthening Balance Shast a O g Markst Shars

Business Objective View (Risk Profile)

Invasting in
Best-in-Class

Impraving

Gty Dptimizing wlinimizing

Safisfying All Maintaining Ifarkst Laacer
e Warking Losses and i Gomplhanc: Sustamer on Innavative
= Capital Inefficiencias =2 i Ohbligations Satisfaction Mew Product
Partfalia Salutions
Risk Viow
Risk of . Risk af Risk of Hisk af Hisk of Hisk of Poor .
Countsrparty Fun":'j'ﬁ“‘ ‘:‘é; ':':J‘:‘d' Technology — Gompliancs Product Produst Customer H'S; 5‘]' ':‘ e
Defaul: 9 Bap Dizruption Breach Recal Obacezcence  Experisnce
Risk Category View
Financial Risk Crperational Risk Cempliance Risk Custarmer Risk

Source: COSO (2017)
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Analyzing Portfolio View

» To evaluate the portfolio view of risk, the
organization will want to use both qualitative and
guantitative techniques.

— Could all risk owners at all levels of entity do this?

* Quantitative techniques include regression
modeling and other means of statistical analysis
to understand the sensitivity of the portfolio to
changes and shocks.

* Qualitative techniques include scenario analysis
and benchmarking.

o ¢ o 72
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Analyzing Portfolio View

» Undertaking , scenario analysis, or
other analytical exercises helps an organization to
avoid or better respond to big surprises and losses.
— Choosing how to do the stress testing has always been a

challenging task.

* By analyzing the effect of hypothetical changes on
the portfolio view, the organization

and
evaluates the adequacy of existing risk responses.

— Does this mean that the risk identification was incomplete
at the early stage?

o ¢ o 73
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Risk Profile with Portfolio ViewE2

Figure 8.11: Risk Profile Showing Risk as a
Portfolio View

Target

Risk

Risks lavel for target performance

5 total risks How to calculate
that sent .
‘meponoic | these total risks?
view
Performance
Risk profile Risk appetite
Risk at target level
Source: COSO (2017) ,
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