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Types of Risk

Total Risk Perspective

Credit Risk is the risk of default on a dit
debt that may arise from a borrower :
failing to make required payments. In sk

the first resort, the risk is that of the

lender and includes lost principal and
interest, disruption to cash flows, and Firm
increased collection cost. Wide Risk

Management

Market Risk is the risk of losses in
positions arising from movements
in market prices

Operational Risk is the risk of loss
resulting from inadequate or failed
internal processes, people, and
systems, or from external events.
This definition includes legal risk,
Operational but excludes reputational risk

Risk

Liquidity Risk is the risk that a
company or bank may be unable to
meet short term financial demands.
This usually occurs due to the
inability to convert a security or
hard asset to cash without a loss of
capital and/or income in the process ~—

Strategic Risk is a possible source of loss that might arise from
the pursuit of an unsuccessful business plan. Making poor
business decisions, from the substandard execution of decisions,
from inadequate resource allocation, or from a failure to respond

well to changes in the business environment \/ N ﬁ
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What is operational risk?
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“ Operational Risk is the risk of loss resulting from inadequate or failed internal
processes, people, and systems, or from external events. This definition includes legal
risk, but excludes reputational risk”




Types of Operational Risk

External
Factor

Operational Risk Categories
(BIS)

. Internal Fraud

. External Fraud

. Employment Practice and
Workplace Safety

. Client,Product, Business
Practice
5. Damage to physical Asset
6. Business Disruption &
System Failure
7. Execution, Delivery, Process
Management

Operational

Loss
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Internal Fraud

i
Clients, Products, &
Business Practice

Damage to Physical
Assets

Business Disruption
& Systems Failures

The Royal Bank of Scotland
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Bangladesh Central Bank: USS 81 Million Cyber-Attack

Bangladesh Bank heist

In one of the largest cyber heists in history, hackers ordered the Federal Reserve Bank of New York
to transfer $81 million from Bangladesh Bank to accounts in the Philippines.

THE MONEY TRAIL
Transaction , | FEB. 5-13

|
date =t
Via New York Fed . Via RCBC . Via Philrem nsqﬁ[;]én
595 l S ]-0 l Four

$81 RECIPIENT
e h e Unconfirmed*®
million million U.S. dollar million
‘ le accounts RECIPIENTS

Via SWIFT Four Filipinos - $29
global bank million

messaging Via New RECIPIENT

York Fed 5850 $20

system *
a million million iﬁldag Sﬁi'ﬁzort The Federal Reserve Bank of New York

RECIPIENT

—— e =521 * Took place in February 2016, when instructions to steal US$951

Foundation million
Blocked RECIPIENT million from Bangladesh Bank, the central bank of Bangladesh
Hackers Eastern
misspelled Hawaii

Via Pan A name of i ' . .
BankingCorp.  the NGO Leisure Co * Be issued via the SWIFT network

—
*According to testimony at the Senate, portions of the money

were paid to Weikang Xu, Kim Wong and other Chinese » Five transactions issued by hackers, worth $101 million and

<: Phil f lsd ents; blers, S till be with Philrem, o
S o e e T e withdrawn from a Bangladesh Bank account at the Federal Reserve
Bank of New York, succeeded, with $20 million traced to Sri Lanka

(since recovered) and $81 million to the Philippines (about $18

million recovered)

Ati * The New York Fed blocked the remaining 30 transactions,
iur Rahman, Governor . A
of Bangladesh Bank who amounting to $850 million, at the request of Bangladesh Bank

resigned from his post in

response (o the case [t was identified later that Dridex malware was used for the attack




Unavuthorized Cross-Selling and The Creation of Fake Accounts

John Stumpf, former
CEO of Wells Fargo

* Employees were encouraged to order credit cards for
pre-approved customers without their consent, Employees
also created fraudulent checking and savings accounts

* It has found a total of 3.5 million potentially fake bank
and credit card accounts, the review found 528,000
potentially unauthorized online bill pay enrollments

* Bank was fined $185 million to settle three government
lawsuits over the bank’s creation of sham accounts

* The bank fired approximately 5,300 employees between
2011 and 2016 as a result of fraudulent sales




Jerome Kerviel

» 1977 Born January 11 at Pont-l'Abbe
(Brittany, France)

¥ 2000 Recruted by Societe Generale
banks after studying finance at
Nantes and Lyon in France

P 2005 Starts working as a trader

I 2008 Accused of fraud after
4.9-billion-euro hole in the
accounts discovered.
Spends 41 in custody

2010 Sentenced to 5 years prison
(of which 2 suspended)

» 2013 Takes legal action against
the bank accusing them of
sharing responsibility

P March 5, 2014

Starts protest walk from
Rome to Paris

Relents on refusal to
105 '8 return to France

* Jerome Kerviel was a junior level derivatives

trader at Societe Generale, one of Europe’s largest
banks

* Kerviel had been trading profitably in
anticipation of falling market prices; however,
they have accused him of exceeding his authority

to engage in unauthorized trades totaling as
much as €4.9 billion (US$7.2 billion)

* Thousands of trades were hidden behind
offsetting faked hedge trades




World Trade Center Attack, Collapse 9/11
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These are losses incurred by damages caused to physical assets due to natural disasters or other events
like terrorism and vandalism. Rapid and unexpected changes in climatic conditions have been a constant
cause of concern in the business world for more than a decade in recent history..
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Damage to Physical Assets: swmannie U 2554
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Damage to Physical Assets: wiunfunsuduwifinaumald 3 2547
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Damage to Physical Assets: nlusiswians svansdiinamlg
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Operational Loss : Banking Indusiry

- In banking industry, Operational Loss had occurred up to 23,061MB over three consecutive years while average
per year was 7,687 MB. Large Bank tends to have 3 year average significant OpLoss than others; 5,662MB.

) &) )
Industry = 23,061 MB g L L

7 WERY, 77 WY
@‘Hﬂ'o S @‘HH.O S—Unit:MB

Unit: MB

OpLoss 3 Year Total OpLoss 3 Year Average

Industry = 7,687 MB

- Comparing to OpRisk capital; which calculation is mainly based on GROSS INCOME factor, %
OpLoss/OpRisk capital was about 13%. The number tends to have higher proportion in bank with small sizes.

O [y

%OpLoss to Capital

Industry = 13%
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Impact of Risk Management to Organization’s performance

- OpLoss control in term of Risk management, have an influence on OpLoss decrease and gap expansion

between profit and loss
6,000 * @

Net Profit (MB)
No. of Event (#) 586
420
220 **
‘. OpLoss (MB) 30 - 20 34 95 12* ~
—— N
L
Y2012 Y2013 Y2014 Y2015 Y2016 Y2017

* Estimate 12-Month Net Profit & OpLoss

** Estimate 12-Month OpLoss Event ~ . -
— g \ \
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2017 COSO : Enterprise Risk Management -
Integrating with sirategy and Performance

Why update the 2004 Enterprise Risk Management - Integrated Framework

‘The Original Framework is widely accepted and used to enhance and
organization’s ability to manage uncertainty and to consider how much
risk to accept as they strive to increase stakeholder value”

“Since 2004, the complexity of risk has changed, significant new risks have
emerged and boards have enhanced their awareness and oversight of risk
management; therefore, updating to framework provides greater insight into
strategy and the role of enterprise risk management in the setting and execution of
strategy, enhance the alignment between organizational performance and
enterprise risk management”

[




2017 COSO ERM : Key Changes

/

No longer focused on preventive
the erosion of value and
minimizing risk. It is viewed as
integral to strategy setting and
the identification of

Explore how ERM practices
support identification and
assessment of risk that may
impact performance

Alignment Emphasizes .
‘ g opportunities to create value
between relationship
\ performance Q§ between risk

and ERM

and value

s e s | leyates

/Expand three concept " discussion

1. The possibility of strategy and of strategy
business objective not aligning
with mission, vision, and value

Risk is not positioned as a
separate activity. It is presented

2. The implication from selected through the l’ens of supporting an
organization’s operations,
strategy

u.‘ Risk to executing the strategy / managing performance

i — r——
-
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The role of risk in strategy selection

- Risk is a consideration in many strategy-setting processes. But risk is often evaluated
primarily in relation to its potential effect on an already-determined strategy.

- 2017 COSO will emphasize more on these concepts
- The possibility of the strategy not aligning with an organization’s mission, vision, and
core values

- The implication from the strategy chosen

- Risk to executing strategy

STRATEGY,
MISSION, VISION & i BUSINESS
CORE VALUES

OBJECTIVES, &
PERFORMANCE

ENHANCED
PERFORMANCE

“Osoyy fpayens®

A
-'.’5-4_ z

fo} S
Stratagy & pe™™®

€
&
s




A Focused Framework

ENTERPRISE RISK MANAGEMENT

WO S SHIOM, VI SION,

& CORE VALUES

Governance

. 'V & Culture

1. Exercises Board Risk
Oversight

2. Establishes Operating
Structures
3. Defines Desired Culture
' 4. Demonstrates
i Commitment
to Core Values
5. Aftracts, Develops,

and Retains Capable
Individuals

STRATEGY
DEVELOPMEMNT

@ Strategy &
Objective-Setting

6. Analyzes Business

Context

7. Defines Risk Appetite
8. Evaluates Alternative

Strategies

9. Formulates Business

Objectives

BUSINESS
OBJECTIVE
FORMULATION

£

@ Performance

10. Identifies Risk

1. Assesses Severity
of Risk

12. Prioritizes Risks

13. Implements Risk
Responses

14. Develops Portfolio
View

IMPLEMENTATION
& PERFORMANCE

Review
& Revision

15. Assesses Substantial
Change

16. Reviews Risk and
Performance

17. Pursues Improvement

in Enterprise Risk
Management

ENHANCED
VALUE

Information,
Communication,
& Reporting

18. Leverages Information
and Technology

19, Communicates Risk
Information

20, Repors on Risk,
Culture, and
Performance




Benefits of Effective Enterprise Risk Management

Increasing the range of
opportunities

Identifying and managing
risk entity-wide

Increasing positive outcomes

and advantage while reducing
negative surprise

Reducing performance
variability

Improving resource
deployment
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Key Success Factors for Effective
Operational Risk Management

1. Good

Governance
Structure

/l $
A
4. Embedding » /_

ORM to Day to
Day Operation
& Activity

Y, .
, 2. Effective
ORM / ORM Tools

__ _ / H

)
i
3. End to end risk
Management &
Integrated Tools
#%d -




Operational Risk Owner Under Three Lines of Defense

Business Unit Supporting Unit Internal Audit

* Risk Owner
 Identify, Assess, Monitor and
Report their own risk

1st line of defense

* Independent review of
control effectiveness

3rd line
S

2nd line of defense

—



Effective Operational Risk — Reporting Line
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Key Success Factors for Effective
Operational Risk Management

1. Good
Governance
Structure

4

A

4. Embedding active
ORM to Day to .“ ORM | 2. Effective
Day Operation \ ORM Tools

& Activity N 7 -
, \ C / :
3. End to end risk
Management & :
Integrated Tools ) :
W
ot T — L""'\-_,_
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Standard Operational Risk Tools

Operational Loss Data Risk & Control Self Assessment

KIATHAKM
BANK

Key Risk Indicators
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Operational Risk Loss Reporting @
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Risk and Control Self Assessment CQeC
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Key Risk Indicator (KRI)
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Key Success Factors for Effective
Operational Risk Management

1. Good
Governance
Structure

4. Embedding
ORM to Day
to Day
Operation &
Activity

2. Effective
ORM Tools

3. End to end
risk

Management
& Integrated
Tools




Having standard operational risk tools, many

organizations also still fails with risk identification.
Why???
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Silo Based - Risk Assessment Approach e

Risk Profile

Dept.2

Silo/Department Based

Risk is traditionally assessed
via Silo /Department Based

Business Unit focuses on
their own risk profile to
manage their own
performance, not
organization performance

Without considering other
inter-related functions, risk
can not be seen, identified,
and properly managed entity-
wide

Resource deployment is for
their own dept, not for entity-
wide. This result in
redundant and not efficiency
throughout organization

PR\
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End-to-End Process - Risk Assessment Approach ¢

Product Risk Profile| * In new Era, Risk
A B C - Assessment evolve in

o End-to-End Process Based

Dept.l - * - - Approach

* Risk Owner identifies and
manages risk profile by
considering inter-related
functions/process. With
this way, not only entity
performance is focused
but also dept and process-
wise

¢ Resource deployment is
efficiently used for entity-
wide.




Key Success Factors for Effective
Operational Risk Management

1. Good
Governance
Structure

4. Embedding
ORM to Day
to Day
Operation &
Activity

2. Effective
ORM Tools

3. End to end
risk
Management
& Integrated
Tools




Embedding Operational Risk into Day to Day Management @~

Product & Process Change Life Cycle

Old Life Cycle

1. Product
4. Product Development /
Review Change
Management
Benefit & Cost
Trade - off
3. Product 2. Development
&

Launch

‘ Implementation

New Life Cycle
ﬁ 1. Product
5. Product Development /

Review Change
Benefit Management

rade - of

Cost Risk .
4. Product 2. Risk

Launch Assessment

\3. Development &/ 2y
Implementation \\ %
/ \ R NN




New Product and Process Risk Process

Product/service/process Design

Business Plan &
Budget Approved

Path Identification

- Mutual Agreement if
any, escalate to NPRC
- Definition / Criteria

Product/Process Change
Proposal Template e.g

- Change Summary

- E2E Process Change

TOOLs - Impact

| - Cost Benefit Analysis

New Product Process and Change in Process

Verification after
Product Launch

Risk Assessment

Sign:BU/SU Head
Risk Standard Verification :
Risk Division

Risk Assessment
o a4 & Mitigation plan

Product/Service Development

Development

Readiness
Verification

I Sign:BU/SU Head

Readiness

Verification

within 1 year after
Launch

<&

-Process Verification: BA
-Sign : BU/SU Head

AUTHORIZER BRI during the year, business plan &

=)

budgeting must be approved according
to delegation of authority first

Final : MC (in Case
that Feasibility study

Sign : BU/SU Head/Risk

has not approved) Risk Level

Final : RMC in Case of High

Sign : BU/SU Head
Final: NPPRC Comm**
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Product-wise Risk Profile Methodology

1) Understanding Business Concept
» Business model
* Product coverage
« Operating model

4) Prioritizing Risk Profile
» In-depth risk analysis on high level risk

- Root cause analysis
- Mitigation plan proposal

2) Enhancing of E2E Business
Process

3) Enhancing Product Risk Profile
+ Dept-wise RCSA change to E2E product wise
- Mapping Loss to process .
» EZ2E risk and control assessment




Floor Plan Product: Business Model

“ Without knowing Business

" Model, Risk Manager can njﬁ

» not be able to deeply . il
understand underlining &

N . 7, Motor/gudiszya

g risk

Other Bank




Product Coverage

Floorplan - Floorplan Mr. XXXX 4000
Lending - Term loan
- OD/PN/LG




Floor Plan : Operating Model

Main Processing and
Operation

Relate department

Key Main System

}
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Product-wise Risk Profile Methodology

1) Understanding Business Concept
» Business model
* Product coverage
« Operating model

4) Prioritizing Risk Profile
» In-depth risk analysis on high level risk

- Root cause analysis
- Mitigation plan proposal

2) Enhancing of E2E Business
Process

3) Enhancing Product Risk Profile
+ Dept-wise RCSA change to E2E product wise
- Mapping Loss to process .
» EZ2E risk and control assessment
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» Business model
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« Operating model

4) Prioritizing Risk Profile
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- Mitigation plan proposal
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Process
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Floor Plan : Mapping Loss by process (E2E)
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Mapping Loss frequency & impact for accuracy
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Product / Dept/ Process Risk Assessment Perspective
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Product-wise Risk Profile Methodology

1) Understanding Business Concept
» Business model
* Product coverage
« Operating model

4) Prioritizing Risk Profile
» In-depth risk analysis on high level risk

- Root cause analysis
- Mitigation plan proposal

2) Enhancing of E2E Business
Process

3) Enhancing Product Risk Profile
+ Dept-wise RCSA change to E2E product wise
- Mapping Loss to process .
» EZ2E risk and control assessment




Product Wise — Product Risk Profile
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Role of Risk Management to Bank Performance

“ Risk Management is the process of identifying, analyzing and responding to risk factors throughout the life
of a project and in the best interests of its objectives. Proper risk management implies control of possible
future events and is proactive rather than reactive.”

Decreasing Trend of Operational Loss over 6 years
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Role of Risk Management to Bank Performance

6,000
B OpLoss A
—e—Net Profit i
- ‘*AE
A
Net Profit
Net Profit Gap vs.
2,139 Gap vs. Gap OpLoss
i OpLoss
\IV 1
: 420
\ 93 ; =
i 50 12 i
20 —_— Unit§ MB

Y2012 Y2013 Y2014 Y2015 Y2016 Y2017

L
* Estimate 12-Month Net Profit & OpLoss e \
i \ \§
- .
; ‘ A :



Appendix




Cyber Attack: slussunniiydsmasaesimitiastsemnams

- ausavinfidiasadadudranngidanng Teaua nay
1. eausnadaaudiiuniiasidszainau 1ealaisan "Muninausa” sruvuasi wararaduiiiasdscanduilu
rad1sauinuil Teaaadszaidiszainau 13 vanduaasfidavianarinil
Qs A Qs 1 - L = al
2. aurgmsdniildaadagusiisriulunaisvingsnssuaauilaidl ausdruisanaudululdlunga

* AUsaaTd e A9 I FAT K] Tun1s uay
auvinliidgiusalaudvaananiiagd'ldneniua

asilavAumnundaiing

yaaail: .
assziinsrivnisilawnadiayadiuniiasiscanduniadayadiudirausg wdu
nag Suiauviline avannaragnladlunissrusauaiualiayandaauadu
aananiisyd'le

Wlusnis:

WWiusn1sinsdniidiadanaryiiusnissunaisaaulaliaiscasininsnis
ﬂIU g ﬂl b d Qs 1 v a Q/ gd

asadaunianuaunailavAubiliitaaanudaviadneaiziidnluaviaa




Royal Bank of Scotland: IT Failures
M BTN L
o i H o | R |

Tfilsgeﬁave fixed the underlying

are working flat out to get thz
updated for affected custom

than Saturday 214

* In June 2012, a failed software error left some customers unable to
access their accounts for days, and cost RBS Group £175 million in
compensation. A software update was applied on 19th June 2012 to
RBS's batch software which controls its payment processing system. It
later emerged that the update was corrupted by RBS technical staff.
Customers' wages, payments and other transactions were disrupted.
Some customers were unable to withdraw cash using ATMs or to see
bank account details. Others faced fines for late payment of bills
because the RBS system could not process direct debits.
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