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Forensic Accounting

®  LNNAINNUINNE

Forensic & investigative accounting
is the application of FINANCIAL SKILLS and an
investigative mentality to unresolved issues,
conducted within the context of the rules of

evidence.

* [t encompasses financial expertise, fraud
knowledge, and a strong knowledge and
understanding of business reality and the working
of the legal system.



 often mistakenly assumed to be exclusively
associated with "negative" applications, such
as bankruptcy, fraud, business disputes, or
matrimonial divorce.

* may also be applied in "positive"
assurance engagements such as due
diligence reviews, business valuations,
audit committee advisory services and
enterprise risk management.
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X Time: Forensic accounting focuses on the past, although
it may do so in order to look forward.

XPurpose: Forensic accounting is performed for a
specific legal forum or in anticipation of presentation
before a legal forum.

XPeremptory: Forensic accountants may be employed
in a wide variety of risk management engagements within
business enterprise as a matter of right, without the
necessity of allegations (e.g., proactive).



Forensic Accounting vs. Fraud Examination

Forensic Accountant:

A forensic accountant may take on fraud auditing
engagements and may be a fraud auditor, but he or she
will also use other accounting, consulting, and legal
skills in broader engagements.

In addition to accounting skills, he or she will need
a working knowledge of the legal system and excellent
communication skills to carry out expert testimony in
the courtroom and to aid in other litigation support
engagements



Forensic Accounting vs. Fraud Examination

Fraud Examination:

Investigation undertaken to determine
the facts of a suspected fraud.

Fraud Auditor:

An accountant especially skilled in auditing
who is generally engaged in auditing with a
view toward fraud discovery,
documentation, and prevention.



FIGURE 1 Auditing, Fraud Examination, and Financial Forensics

DYNAMIC FORCE.

SOCIAL

POLITICAL

CULTURAL

Forensic Accounting : Somchai SUPPHATADA
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Timing Recurring Nonrecurring Nonrecurring
Scope General Specific Specific
Objective Opinion Determine financial  Affix blame
impact
Relationship Nonadversarial but Independent Adversarial
skeptical
Methodology  Audit techniques Financial forensic Fraud examination
techniques techniques
Presumption Professional Proof Proof

Skepticism

Forensic Accounting : Somchai SUPPHATADA 12
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X Financial reports were created by accountants long before
independent audits were mandated.

X Current system of accounting checks and balances
is relatively recent.

X Before financials were audited by outside
experts, the courts often handled challenges and
brought in experts to give testimony.



X Practice of forensic accounting was

common even before

independent accountants were asked to certify
financial statements in auditing engagements.



33111 “Forensic Accounting” iiels

Maurice E. Peloubet coined the phrase in print in 1946.

Max Lourie wrote an article and also claimed to coin the phrase,
seven years after Peloubet. Lourie’s article voiced three
Important positions:

+An accountant should not have to attend law school to
learn the art of expert testimony.

<+ Colleges and universities should deliver forensic accounting
training.

<+ Forensic accounting reference books and textbooks should
be developed for students.
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X The first forensic accounting book appeared in 1982.
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FBI and Forensics

X During WWII, the FBI employed approximately 500
agents who were accountants.

X1n 1960, about 700 FBI agents were Special Agent
Accountants.

X Today, there are more than 600 FBI agents with
accounting backgrounds. The FBI has a Financial
Crimes Section that investigates money laundering,
Internet crimes, financial institutions fraud, and any
other economic crime.



AICPA Practice Aid

In 1986, the AICPA broke forensic accounting into two
broad areas:

1 Investigative accounting and

2 Litigation support.

The types of litigation services were further broken down
in Practice Aid 7, listing:

+damages
“+antitrust analyses
+accounting
+valuation
+general consulting
+analyses



AICPA  Fraud Task Force Report

In 2003, the AICPA’s Litigation and Dispute Resolution
Services Subcommittee issued a report of its Fraud Task
Force entitled, “Incorporating Forensic Procedures in an
Audit Environment.”

The report covers the professional standards that
apply when forensic procedures are employed in an
audit and explains the various means of gathering
evidence through the use of forensic procedures and
investigative techniques.



Accountant’s Role in Fraud Detection

X In the early 1980s, companies began to use computers to
perform their record keeping.

X Intense competition caused auditing fees to fall as much as 50%
from the mid-1980s to the mid-1990s.

X Auditors cut costs by reducing the process of reviewing
hundreds of corporate accounts. They grew more
reliant on internal controls.

X The Journal of Forensic Accounting was created.




X Top executives were able to circumvent internal
controls and manipulate the records.

X This lead to situations such as Enron, WorldCom, Xerox,
Adelphia Communication, and the fall of Arthur Andersen in
the early 2000s.

X Due to the financial disaster of companies such
as Enron and WorldCom, there has been an
increased use of forensic techniques in audits
and an increase in fees.



X Some accounting experts believe that every audit
engagement should include much more
skepticism and detailed review of transactions.

X Other accounting experts suggest that only special
engagements specifically targeting fraud can adequately
and effectively root out the problem.

X The Big Four and the next two accounting firms
believe that every public corporation should have

a forensic audit every three years.




X Recent corporate accounting and financial scandals
have led to increased legal and regulatory
requirements, such as the Sarbanes—Oxley Act of
2002 and the Emergency Economic Stabilization Act
of 2008 (EESA).

X There is also a growing demand for forensic and
litigation advisory services.

X The demand for students who have specialized
qgualifications in fraud and financial forensics has
grown significantly and is likely to continue to grow.



Inexperienced Forensic Auditors

X Find out who did it. Do not worry about all the endless
details.

X Be creative, think like the fraudster, and do not be
predictable. Lower the auditing threshold without notice.

X Take into consideration that fraud often involves
conspiracy.

%X Internal control l[apses often occur during vacations, sick
outages, days off, and rest breaks, especially when temporary
personnel replace normal employees.

H. R. Davia, Fraud 101, New York: John Wiley & Sons, 2000, pp. 42-45.
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. Failing to notify the appropriate party
before commencing an investigation

. Not retaining counsel to protect
attorney/client privilege

. Conducting a fraud investigation without
adequate experience

. Not engaging services of anti-fraud expert
. Not using fraud theory approach

25



6. Mishandling evidence

7. Not understanding legal implications of
fraud

8. Possessing inadequate interviewing skills
9. Questioning the suspect prematurely

10.Having a lack of patience when
attempting to obtain a confession

26
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Preface the following questions by saying, “Part of my
job is to detect and deter fraud.”

. Do you think this organization has any
problems with fraud? Why or why not?

. Has anyone ever asked you to do something
you thought was illegal or unethical?

. What would you do if someone asked you to do
something like that?

27
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e /s the incidence of fraud increasing, or decreasing?
e What types of fraud are being committed?

e What is the cost of fraud?

e How is fraud committed?

e How is fraud detected?

e What are the victim profiles?

e What are the perpetrator profiles?

29
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Thinking as a Fraud Auditor

*Left Brain *Right Brain

* Sensation * Sensation/
thinking Feeling
(finqncial (teacher)
auditor) * Intuition Feeling

* [ntuition (artist)
thinking

(fraud auditor)

35



Forensic accountant a3s592
115D

® 331 1lELAUNINNTRUNIN T A
* UAYNNINNINATANTAA LA
® 1ANNNFINLATLNTPILIINNENUNAN 1

* HANNLNYITUAN TN ANINNITRU

® 1 NAUAAINAUNLAL T UTzUL N ladne

36



Q/

AMaNHle VDN Forensic accountant

 Creativity >> Ana319499A

e Curiosity >> aanjasnniiu
*Perseverance >> finluilaas

e Common sense >> Ja1:tud1in

* Business sense >> iii1lallsziAunnegana

e Confidence >> ANl umuLe
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* Some people are honest all of
the time

* Some people are dishonest all
of the time (flasninguun)

* Most people are honest some
of the time

* Some people are honest most
of the time

Forens ic Accoun ting : Somchai SUPPHATADA
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*Fraud Triangle

* Perceived pressure, perceived
Opportunity, and Rationalization

e iraunauniu Fire Triangle

efunm Fraud Scale
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Fraud Triangle
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NIZUIHUNIINIG Forensic
Accounting

*Fraud prevention
*Early fraud detection
*Fraud investigation

*Follow-up legal action or
resolution

43



1 Fraud Prevention
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2 Fraud

Detection

*11AULLN WA
32 LA TIIUIL

*Scanning device
* NADIINAT1A



3 Fraud Investigation

Testimonial Documentary
Evidence Evidence

Physical Evidence |Personal
Observation




4 Legal Action

NOHUNGY 430 98 @ NHYUHINTTN
Qualszind lne)
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Network Fraud
® AIANIAIU U NI LILILATRLNEININTL
* szunAratnailuiinisgnianm

* \iruses, Trojans, Rootkits can add backdoors

* Social Engineering including Phishing and
Pharming

* Confidential and proprietary information can
be compromised

* M AANTEUNAUUUFARIANT LA
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e Majority of fraud is uncovered by chance
 Auditors often do not look for fraud

* Prosecution requires evidence

* Value of IT assets growing

Treadway Commission Study ...

 Undetected fraud was a factor in one-half of
the 450 lawsuits against independent auditors.
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- Understand fraud

* Gather evidence about the existence of fraud
* |dentify and respond to fraud risks

* Document and communicate findings

* Incorporate a technology focus
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Auditor’s Knowledge, Skills, Abilities

* Accounting

* Auditing

 IT (weak)

Needed ...

* Increased IT knowledge

* Fraud and forensic accounting knowledge

* Forensic investigative and analytical skills
and abilities
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Knowledge, Skills, Abilities: Needs

Auditor’s need KSAs to ...

* Build a digital audit trail

* Collect “usable” courtroom electronic evidence
* Trace an unauthorized system user

* Recommend or review security policies

* Understand computer fraud techniques

* Analyze and valuate incurred losses



e Understand information collected from various
computer logs

* Be familiar with the Internet, web servers, firewalls,
attack methodology, security procedures & penetration
testing

e Understand organizational and legal protocols for
incident handling

 Establish relationships with IT, risk management,
security, law enforcement
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e Uncover fraudulent or criminal cyber activity
* [solate evidentiary matter (freeze scene)

* Document the scene

* Create a chain-of-custody for evidence

* Analyze digital information

e Communicate results
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Immediate Concerns

* What is level of certainty that a problem exists?

* |s this a criminal act?
* Child porn, money laundering
* When should law enforcement be involved?

e Can the system be isolated?

* |s a subpoena necessary?

* |[s the intrusion internal or external?
e Are suspects known?

* |s extent of loss/damage known?



ithwwnemsasireaey lumenmsauaiuiininel

Immediate Response

e Shut down computer (pull plug)
 Bit-stream mirror-image of data
* Begin a traceback to identify possible log locations

* Contact system administrators on intermediate sites to request log
preservation

* Contain damage
* Collect local logs
* Begin documentation
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Continuing Investigation

* Implement measures to stop further loss

 Communicate to management and audit
committee reqgularly

* Analyze copy of digital files

* Ascertain level and nature of loss
* [dentify perpetrator(s)

* Develop theories about motives

* Maintain chain-of-custody
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Forensic Tools and Techniques
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* How Is Fraud detected?

 Tips/Whistleblowers (40%)

* Internal Audits/Internal Controls (31%)
* Accident (20%o)

 External Audits (8%0)

* Notified by Police (1%)

61



* Sources of Tips
* Employees (57%)
* Customers (18%)
* Vendors (13%)

* Anonymous (12%)

62
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 The so-called “Indicia of Fraud”

- do not necessarily indicate the
existence of fraud

 exercise caution in forming an
opinion before investigating

63



Some “Indicia”

- Lack of Corporate Governance
* no written policies and/or procedures

* lack of Internal Controls
 frequent or unusual Related Party transactions

* Questionable Accounting Activities

« Management override of Internal Controls
 unreconciled subsidiary & General Ledger accounts

 continuous adjustments of book to physical
iInventories

 Excessive number of manual checks

64



Some “Indicia”’:

Behavioral Issues
e failure to take vacations
* living beyond one’s means
* Insider trading
* early arrival — late departure

Different frauds in different environments each
have their own red flags

65



Notification and Plan of Action

* Who needs to know? (Boss? Audit
Committee?, Board of Directors? General
Counsel?)

 What resources do we have to do the
work?

* Do we need help?
* Where do we get help if we need It?

66



 Audit procedures
 Audit software

* Develop specialized procedures/routines

But what else can be done?

67



The 7 Recognized
Investigative Tools and Techniques

used by
Forensic Specialists/Fraud Examiners

68



Public Document Reviews and Background
Investigations

Interviews of Knowledgeable Persons

Confidential Sources

Laboratory Analysis of Physical and Electronic
Evidence

69



5. Physical and Electronic Survelllance
6. Undercover Operations

7. Analysis of Financial Transactions

70



1 Public Document Reviews and Background Investigations

* Public Databases

* \Websites PBINTENI WAL NNTUNUIE WA
* County Seat

 Corporate Records

* Internet

71



Public Databases

* Increasing number of vendors
* Reliability of data

* What type of data is available?

72



Forensic Tools and Techniques

Main Menu - Microsoft Internet Explorer

Fil= Edit  View Favoribes  Tools  Help

$mBack ~ = - EJ fat | Dl search [ Favorites  SPMedia o4 | Ey- & = = i

Address I@ https: ffsecure. accurint ,comfapp/irbfmain

x| @ |Links »

GDC’SIE ¥ IIRB Search

ERBsea rch, LLC

Trouble Finding Your Subject?
Dig Deeper with Advanced

CLICK HEHE TOD
Person Search! LEAHNM MORE

poopie [ businesses flassets

o
Coverage % Announcements

L” |G| search - | G Sh 300 blocked | MRS Check -

S, Aubolink -

- lauteril el options & [&)] IRE [G] Search

Monday March 27, 2006,
=i in on Thursday, September 08, 2005 at 07:30 AM EDT.

Help | X Log Out

ONE MILLION RECORDS ADDED TO PHONES PLUS!
Access over 50 milion non-EDA records, possible cell
and other non-directory assistance phone numhbers!

CLICK HERE FOR DETAINLS

= Person Search

= Business Search

= Advanced Person
Search

= People at Work

Corporation Filings
Mational LCC Filings
Internet Domains
Dun & Bradstrest

Celaware
Corporations

= NEW FPhones Plus

= Baszic Lookup

= Reverse Lookup

= Mator Wehicles

= Property
Azzessments

= Property Deeds
= vWatercratt
= FaA Ajrcraft

= Driver Licenses

Professional
Licenzes

= Bankruptcy

Criminal Records

= SLMImE&Ery
Manage Users

= Civil Courts = Manage Company
= Fas Pilots = Florida Accidents = Change Password
= Hunting/Fishing = Patriot Act = Billing Info
Licenzes
= Sexual Offenders = Aoty

Concealed
‘Weapons Permits

Woter Registrations
Federal Firearms &

Oificial Records

Marriages §
Divarces

Foreclosures

Company Security
Preferences
Report Manager

Explozives = IRB Customer
= DEA Controlled = Liens & Judgments Support
Substances = Court Search = Freguently Asked

Wizard

ciestions

=]

l_ l_ E |8 treernet

wE

EiStart”J @ ﬁ @ @ »“ @Inbox-l"ﬂi...l @New Jerse, ., I @F%{EHSIC Af:@*?grlg]s%ﬁ Sclr@mr!r§s%ﬁ:PH”§iMain Me...

SN =)

2113 AM
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» Secretary of State Websites
« Can vary by state due to laws

- County Seat

» Real Estate records; business registrations

- Corporate Records

 Stock Transfer records; Accounting data; vendors;
competitors; customers
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* Internet

« Search Engines
News Sources/Newspapers
Telephone Numbers and Addresses
Maps
Legal Resources
« Government Sites

75



2

Interviews of Knowledgeable Persons

* Interview vs. Interrogation

 Continuous process throughout an
Investigation

e Gain additional information with each
Interview

 Evidence from witnesses provides additional
leads

« May identify additional witnesses

* Interview the target only after completing the
Interviews of the peripheral witnesses
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3 Confidential Sources

* Hotlines

* E-mall

 Letters

* Current Employees

* Former Employees

* Vendors & former vendors

« Customers & former customers
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Confidential Sources
« Cautions

» Use professional skepticism in assessing
Information

 Information supplied to discredit or embarrass the
target

« Weigh the value of the evidence provided against
the possibility that it may be false or cannot be
proven

« Validate all evidentiary matter provided
* Do not assure absolute confidentiality
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4 Laboratory Analysis of Physical and
Electronic Evidence

* Protection/Validation of Evidence

* Federal Rules of Evidence
» Chain of Custody

“The only thing worse than a bad document is
a bad document that has disappeared!!!”
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 Laboratory Analysis of Physical and Electronic
Evidence (cont’d)

» Altered & Fictitious Documents
* physical examination
« fingerprint analysis
* forgeries
* iInk sampling
« document dating

80



 Laboratory Analysis of Physical and Electronic
Evidence (cont’'d)

« Computer Forensics
* hard disk imaging
« E-mall analysis
* search for erased files
 analyze use & possible misuse
e computer software to analyze data

81



5 Physical and Electronic Survelillance

* Physical
 usually done by law enforcement or PI’s
» surveillance cameras

» can also be used to verify addresses for vendors, employees,
etc.

* Electronic
* Internet surveillance
« E-malil
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6 Undercover Operations

* usually a recommendation to use
 can be done

* best left to professionals
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Analysis of Financial Transactions

 Horizontal/vertical analysis

 Authorization of new vendors & employees

« Comparison of employee & vendor addresses
» Analysis of sales returns & allowance account
 Management override of controls

« Different reviews based on known industry
fraud schemes
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« Summary

» Some useful definitions (Forensic, Specialist,
Procedures)

* Fraud detection sources
* Red Flags
e Action to be taken

* The tools & techniques of the forensic specialist
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Forensic Science &
Information Technology



Participants in Forensic Science Investigations

Y

Crime Scens

\

o

Crnminalist Collects Evidencs

——

Crime Laborator:

Forensic Scientist Interprets Evidences
Forensic Accounting : Somchai SUPPHATADA
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Types of Evidence

e Physical This type of evidence includes tangible objects that can be physically

carried into a courtroom and shown to a jury. It is said to speak for itself.

e Testimonial This evidence includes testimony made under oath by

eyewitnesses, expert witnesses, and character witnesses as well as confessions and
hearsay evidence.

* Documentary This evidence type normally includes recorded information,
such as an audio or video recording or a transcript of a telephone intercept. Unlike
physical evidence, documentary evidence does not speak for itself but requires
support from an expert witness

* Demonstrative includes charts, graphs, and computer reconstructions that

attorneys or expert witnesses can prepare for use in either direct testimony or cross-
examination.




Physical Evidence

Investigators generally rely on three elements to solve
crimes: physical evidence, witnesses, and confessions

Most financial crimes are solved using physical evidence,
including computer records, bank records, and charge card
records. Good physical evidence often makes obtaining
confessions easier, and witnesses can be more cooperative
when they are aware of strong physical evidence.

In general, financial records are the most important type of
physical evidence to forensic accountants. Most financial
crimes leave either money trails or record trails, or both

Fingerprints and Handwriting
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Forensic Identification

* Forensic identification occurs when the physical
evidence can be specifically and unequivocally linked to
a particular object or person.

e A famous statement relating to forensic identification is
the Locard exchange principle, which says that “every
contact leaves a trace.”

 Forensic Identification is typically based on points of
comparison. Matching points can indicate class
identification or unique forensic identification.
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Testimonial Evidence

* Federal Rules for Expert Testimony

* Frye test — merely requires that an expert witness’s
principles and methods be generally accepted in the
scientific community.

* Daubert test requirements

* The technique or theory has been subjected to
scientific testing.

* The technique or theory has been published in peer-
reviewed scientific journals.

e The error rate for the technique is reasonably
estimated or known.

* The technique or theory is accepted in the relevant
scientific community.
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Investigatory Tools in Forensic Science

* Forensic science can be used not only to collect court-
admissible evidence but also as an investigatory tool

* Some investigatory tools
* Brain printing
* Biometrics
* Profiling
* Data mining
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Computer Forensics

* Computer forensics involves applying computer science
techniques to assist in investigations relating to a wide
range of legal matters.

* Three typical tasks of computer forensics:

* |dentify the perpetrator(s) of a crime or other type of
malfeasance.

e Locate and recover data, files, or e-mail messages relating to a
crime or civil matter.

* Reconstruct damaged databases and files.
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ANUHUIGYDI YARINDA

* muwauynsn wnnais when most information is in a digital form, especially when
compared to the time when computers were not used

* The current development era in which social, economic and political
activities/processes are driven by application of ICTs/digital
technologies
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mihanu3an “Computer and Internet Fraud”
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Computer Hacking

* Hacking >> the use of technology to gain
unauthorized access to sensitive information on a
computer system

e Black-hat hackers are malicious hackers
* White-hat hackers are well-intentioned hackers



A Y K Y = Yo
I lumsnasveyariseszuulaglulasueyane

* Social Engineering AB m@ﬂmqmmimﬂmLmﬂm@mmumﬂ@m@
‘Wﬂ,‘wLsﬁfaslfasluﬂf]ﬁ‘mmﬂmmﬁ‘mwmﬂazmmfmmmmﬁ (the attacker

asks the user)

* Password Cracking

* Altering the Way a System Generate Passwords i1
¢la computer system’s randomizer function

* Phishing {lunsihwinmtialunslitiiesai sensitive Taauaseinun
ang9na a11ANe e ISP sisananisau Nmtianiganssuag)



1N UN13 Phishing

* Rock phishing 43 phishing email anuwaunnnldeanguild
Internet wanepu

* Pharming ynnsauuuuwebsite a3



Computer fraud siunuaug

* Keystroke Logging musasnisiaziiluniuanaastiaya

* Remote Access Trojans (RAT = remote access Trojan) fu softwarenls
mu@mzummm%ﬁwm

* Packet Sniffing snzanatanng

* Trapdoors funsiruauldasssuninaldfiosmiunszuaunimmaiu

 HTTP Exploits >> HTTPS SSL (secure socket layer) TLS (transport
layer security)

* Piggybacking muuasdnliléiae



Universal of

Internal Computer Fraud
Data Capture

Billing Schemes

p
Forged Corruption &

L Endorsement | Price initiation
s

Accomplice | Quid Pro Quo &
L Vendor Barter Schemes
>
Personal

Purchase

Spyware &
Key loggers

Vendor
Return
& Voids
Passing of Payment of Invoices
for Non-existing Suppliers

Ghost ]

Unauthorized
Transfer of Funds

Computer
Fraud

Data
Integrity
Attack

Falsification of
Stock Record

to Cover Theft
of Stocks

Data
Suppression

Transmission of
Confidential Data

Loss of
Intellectual

PaVrO Scheme

Ghost False Property (i.e. TCP/IP)
Employee | Communication Through
Fraud ; Employee
Worker’s Falsified Posting
Compensation Wages Confidential
Scheme Filing Sharing Company
Information

Forensic Accounting:

Errors

Changing Program
and Data Ownership

Duplicate Over Payment to A
Payments Payments Erroneous
Early Missing or Bad Employees
Payments Information & Vendors )
Duplicate Information

Setting Improper
Parameter

Employee
Downloading
Hacker Tools
For ID Theft
Purpose

Use of Malware
(e.g. Trojans)

Alteration of Program
and Data File

Forged Endorsement

Skimming

Employee
Downloads

Forged Checks

& Nefarious

pAppligations

Q

[ Alter Payee

Write-off of
Money Due
to Company

\J
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Computer Analysis and Response Team (CART)

* Content determine the content of computer files

* Comparison compare the content to known reference files

* Transaction determine the exact time and sequence of creation
* Extraction extract data from computer storage

e Deletion recover deleted data files

* Format conversion convert data from one format to another

e Keyword searching find data that contains keywords

* Password recovery find or recover passwords

e Limited source code  study computer program to identify
processing steps that can be of interest to investigate

102



-l A

o v

Steps in Forensic Investigation of Computers

Size Up the Situation
Log Every Detail
Conduct the Initial Survey

Assess the Possibility of Ongoing
Undesirable Activity

Power Down

. Check for Booby Traps
. Duplicate the Hard Drive or Other Permanent

Storage Unit

. Analyze the Hard Drive
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Audit Goals of a Forensic Investigation

Rules of Evidence

Complete nmsutiou

e Authentic assu

* Admissible Fudunanguls
*Reliable 15114
*Believable flufidels
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Audit Command Language (ACL)

* ACL is the market leader in computer-assisted audit technology and is
an established forensics tool.

Clientele includes ...

e 70 percent of the Fortune 500 companies
* over two-thirds of the Global 500
* the Big Four public accounting firms



Audit Command Language

ACL is a computer data extraction and analytical audit tool
with audit capabilities ...

Statistics -

'Duplicates and Gaps mim%%gq Al A @ﬂ%gmwaaum@@;a::ﬂ
Stratify and Classify weiomets NCL £5)
*Sampling

*Benford Analysis
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B} Forensics Project.ACL - ACL Yersion 8

J File Edt Dakta Analvze Sampling Applications  Tools  Server  Window  Help

e MR ErTEHED 4

i @l | = 00 BE

>

Proje.. ==

= r:l Foren

[ welcome ;'"m|m compfirm | ] Statistics ;'"wl

Command: STATIZTICS OM Revenues_ Last_wr TO SCREEN NUMBER 5

Table: compfirm

Revenues_ Last yr

| | Humber | Total

| Average

| Range | .| 25632000 |

| Positive |

5 346 |11 196 B35 50 | 2 094 40

| Hegative 0| 0.00 |

0.a0

1,545| |

| Totals

5,292 |11,196,638.80 | 1,601.35

| ZEros |

Abs Value - |11,196,638.80 |

| Highest |Lowest

|256.329.00 |0.00

|232,571.00 | 0.00

|210,959.00 | 0.00

|201.932.00 |0.00

|201.932.00 |0.00

Eorensic Accounting - Samchai SLIPPHATADA

||:|:|m|:|Firm

|r5-J 397 Records
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T
J Eil= Edit Caka analvze Sampling Spplications Tools Server Wlindo Help

| Ble™meS @M by EETAD| L MNPEA| T O0BE L2 -
Fraoject Mawigatar = D welcome #|Djj cormplirm D Skrakify ml i o2

=-{"1 Forensics Proje

n: compfirm
e Forensics_Pro

Command: STRATIFY Or Revenues_ Last wr INTERWALS 10 TO SCREER

Table: compfirm

rimimum encountered was= 0.00

Maximum encourtered was 256,329.00

| Revenues_ Last yr |Cuunt |Percent of Count |Percent of Field |Reuenues_Last_vr

|n.un - 25.632.89 | 6,909 | as 519% | 52 B5% | 5917 85310

|25.E32.9l] - 51,265.79 | 54 | 0.77% | 17 05% | 1,912,781 .90

|51.265.ﬂu - 76,898.69 | 12 | 0.17% | 6.95% | 775,569 20

|76,898.70 - 102.531.59 | 4| 0.06% | 2.94% | 529 632.70

|102.531.60 - 128.164.49 | 3| 0.04% | 2.95% | 53379410

|128.164.50 - 153.797.39 | 1| 0.01% | 1.2% | 134 1587.00

|153,797.40 - 179.430.29 | 3| 0.04% | 4.47% | S00,573.80

|179,430.30 - 205.063.19 | 3| 0.04% | 5.26% | 580, 3585.00

| 205,063.20 - 230.696.09 | 1| 0.01% | 1.558% | 210,959.00

|230,696.10 - 256,329.00 | 2 || 0.03% | 4.37% | 485 ,900.00

|Tu‘tals | 6,002 | 100% | 1005 | 11 196 635880 —
R | > -
 Owerview | Log | | Text | Graph |
|c-:lm|:ll’irm |6,992 Records | | L

Forensic Accounting : Somchai SUPPHATADA



iE) Forensics Project.ACL - ACL Yersion §

Data Analyze Sampling  Applications

| Ele Ed

Tools

Server

Wiindow  Help

BHLAENERIGMY TR A NIA FHOHEL 7
[ whelcome ;"'wmjj compfirmn |1 Classify ;'",,,| 9 kX
Command: CLAZZIFY ON Industry SUBTOTAL Capital_Expenditures Grovth_in_Revenue__last_vyear ROE TO SCREEEM ;I
Table: compfirm
‘ Industry Count Pe(r:t;i?Ittuf PE::;::: Tif Capital_Expenditures | Growth_in_Revenue_ last year ROE
|«34 spacesn | 1647 | 23.56% | 0% | 0.00 | 00000 | 0.0000000000
| Advertising | 28| 0.4% | 0.41% | 72980 | 28691 | 177430691224
|BerospaceDefense | 65| 0.93% | 0.56% | 3,627 60 | 92737 | 07091448540
| Air Transport | 4z 05% | 1.71% | 10,985.50 | 41704 | -26.7134943353
| Apparel | st 0.67% | 0.43% | §14.20 | 41098 | -15.1080127024
| Auto & Truck | 22| 0.31% | 7.05% | 45,354.00 | 15342 | -3.2817630075
| Buto Parts | 57| 0.82% | 1.05% | 6,767.30 | 39520 | 86820586961
|Bank | 1] 0.01% | 0% | 1.00 | 02735 | 01362530414
Beverage (Alcoholich | 15 | 0.26% | 0.23% | 1,493.30 | 09024 | -21822496885
Beverage (Soft Drink} | 15 | 0.23% | 0.73% | 472560 | 33217 | -1.4602867980
|Biotechnology | ss| 0.93% | 0.33% | 2,096.20 | 94486 | 351767875676
| Building Materials T 063% | 0.2% | 126790 | 25131 | 17837356860
|Cable TV REY 0.27% | 2.03% | 13,082,580 | 23795 | -0.4403124585 =l
. . . . . . .
Eraph | Eagrensic Accaounting - Samchai SLIPDHATADA
||:|:|m|:|Firm |?,|'E-,992 |GI|:|I:|aI Filter; (Induskry =" " | | | | o

110



° ﬂ{]"nmmuﬂ’ﬂ%ﬂ (Benford's law) ite nHURRLAUALTN Hungh

v % o 1 2 @ X a % [ v 1 o 1 <
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lapas gagd 14t A.A. 1988
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Benford Analysis

FIGURE 6.6 35.00%
The Incidence of
Leading Digits 1-9 as 30.00% -
Predicted by
Benford’s Law 25.00% -
§ 20.00% A
g
5 15.00% - W Seriest
o
10.00% -
000% B | | | | | | | | l
1 2 3 4 5 6 7 8 9

Digits
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Forensic Tools: ACL

Benford Analysis

e States that the leading digit in

: . Leading Probability

some numerical series is follows Digit
an expon.ent.ial rgther than ] 01 %
normal distribution 9 176 %
e Applies to a wide variety of 3 125%
figures: financial results, 4 %1 2/0
electricity bills, street addresses, 2 23 0;0
stock prices, population -
! 58 %
numbers, death rates, lengths of ] £ 1 0
rivers 9 16 %




Data Monitoring
Employee Internet Activity

Sﬂector captures employee web activity including
eystrokes, email, and snapshots to answer
qguestions like:

* Which employees are spending the most time
surfing web sites?

* Which employees chat the most?
* Who is sending the most emails with attachments?
* Who is arriving to work late and leaving early?

* What are my employees searching for on the
Internet?




Data Monitoring : Spector

Recorded Email

rcne.com - Spector CHNE - ¥Wiew Recorded Enna

Spector CME can record im detail all
incoming and cutgaing company
email. as well as the employee’s
personal Internet email service,
such as Hotmail, Yahoo or ACOL
meeting regulations Tor compliance.

Whenever email is sent or received,
Spector CHE creates an invisible
duplicate, including file attachments
that contain tramsaction data, and
ctares for later view. Even if an
employvee later deletes the email,

pector CTHE will have saved an
exact copy.

»»> Click here to see the features
of the Email Recorder.

- Microsoft Intern

L T cocr
Sokury Dembor e

Liess lowisie s

s e SIS Fre, 3o 15, 200ES 00547 P

I -
| warmbed bo let you kesoww of @ new highly recommaeandead stock buy: Frank Z-Fay Corporation.

They are a market leader in their grawing field and earnings have increased over 50% sach of the last
4 years, Teb, (they are (rading al near 52 weeks |lows. Relationzhips betweesn management and labor
appear securs, wilh new conlracis signed jus! [ast quarsr, This looks like a steal to me. Lal me know
il you are ready to buy and | will place the Eradse,

sircerely,
. Shelby
Ak, Tokal &
: Forensic Accounting : Somchai SUPPHATADA
&] | [ 1 | |e Internst Z




Data Monitoring : Spector

Recorded Web Surfing

The Web site recording tool in
Spector CRE will continually
monitor avery web page that is
being accessad by the computers
on your network and save a record
of those URL: and Dormain Mames.

With CNE's advanced and intuitive
Vi'eb Site recording, you're provided
a guick, vet exact, picture of sach
individoal's web surfimg.

»»> Click here to see the Features
of the Web Site Recarder.

Tamre Beartwr ety Womwm (e lanis [ ===
A eb Taes
= B O STAMOERET
N e oo
= | rreesey oo sDEn
N e
u ] erewseyeneerdr sl FrsaT Con
= N sohees® cown
v Lot lere | Mokad = Frer dackiver Viskn | bW
g SR D LD Cee LD Coie O 1
L B o] L e ol iR v B g gl =3 E x
R, o E O 4% TEx4N g R ]
=PI T AT S 1100015 Apk O-Osl- = s L2 aSrl -
Amacly,

Erl, Jors 13, 20009 11900536 AM

|..E| Done
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Data Monitoring : Spector

Recording Keystrokes

Close Window

Click the Keystrokes
tab to instantly review
all Keystrokes typed.

derve Ve

| Prograen

View the identity of
the person logged on
to the PC (Usermame)
and the number of
keystrokes typed in
each application
(Key Count}

Aoachy.

[Pleass sagn in -

B adam
(-] NS Ontiook adan
] Srderret Exphoces ties
= Esphocer adan
-] NS Outlook adan
:JM(M =
-] Mo adan
] Caplores s

Miczoso® kcemnet £ -‘;:l‘m'w)
FMspeciopot hepo

10 T,
10 Toe,
9 Tue,
- Tue,
3 Tue,
< Tue,
2 Tue,
1 Tue=,

AL TV, 200 G4 150 e
2AZ9, 2003042222V

Quickly search the
recorded “Keystrokes”
data for a specific
word or phrase

2429, 2003 1T 1ESS PN
229, 20030245
229, 2003042341 M
ME0, 2003 LTACI2T
2429, 20030449029 P
2429, 2000 L3WTI A

Keystrokes are saved
chronologically and
by application

o SCELbser - [Spector C

Acdoririnks phox tr&aemet Eaxplorer
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Fri, Mary O2, 2000 13 1058 P
2 BT 8 1222 v

Preview pane displays
the title(s) of each
Window where typing
occured - plus - the
captured keystrokes
including keyboard
shortcuts (such as
<ALT» or «CTRL») and
hidden characters
{such as passwords).

(:)\Click for a LARGER View

I.E] Done

|4 Internet
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Data Monitoring : Spector

Recorded Snapshots

ww.spectorcne.com - Spector CNE - Yiew Recorded Screen Snapshots - Microsoft In

Spector CNE Viewer - Recorded Snapshots

T Fle ESE Vew FPlazvback Favardes Window Heb

; = T T e
T - : . v Y ™~ >~ T s '““""“"l }

Click the Snapshots T - > ~ - = ~ T = e AT s
- g ) Fall Serven O TegiUnTag W Owiee dg critcal snapshots

tsab to*:nsta:}tl)l"rsérew | #iat  Bh ey  Mext  Lgw l lhagl you wish t‘; save

napshots of a ) Irdesnat. | Fri May 02 10 34:46 AN P //gaves wahoo comvgames/s . = |  Kepwords - :
and Internet activity l = I = ? export or delete

J B

- | ‘5—5! A timeline slider lets

Easy-to-use VCR-like

playback controls OC BLACKJACK S N gt e A

------ L specific date and time

e L Hc 3l Rago | Messsng
Record snapshots in

Jump to a snapshot of
any web site visited

-
>
L [t full color or save disk
space by recording in
black and white
A < 5
7 : o
- (=} A |
e ; g o
o oo E.'
Sewpeot X536 § IS | Adeverinks shox Irtemet Explorer i, Moy 02, 2000 100553 AM
e 9 o8 SCELiser P Wesicome 8 C:\Specto R TEST ) 2 I TN T 103 A

A Click for a LARGER View |

l@ Done Forensic Accounting : Somchai SUPPHATADA | I | | | l. Internet =




MINUHNBIYADI1Z VDD

* Data Mining is:

(1) NsfuLLILILELR linensuundew/ lunefiutaunnewdedidss Tl
ANNYATANAULNA WEY

(2) mstnsipdeyannalngiiieaasduiusill duteasdauas
innnsagtifaaluamelmidaiuiinla i lnedauasifluls:leniie
AN UDITDY A



e o o = |
Data Mining msviuriiesyaizieya

Interpretation/
Evaluation

AN

Patterns

Data Mining

I Transformation

Transformed
Data

Selection

Preprocessed
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Association Rule Discovery:
Definition

* Given a set of records each of which contain some number of items from a given
collection;

* Produce dependency rules which will predict occurrence of an
item based on occurrences of other items.

TID Items

1 Bread, Coke, Milk Rules Discovered:

2 Beer, Bread {Milk} --> {Coke}

3 Beer, Coke, Diaper, Milk {Diaper, Milk} --> {Beer}
4 Beer, Bread, Diaper, Milk

5 Coke, Diaper, Milk
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Auditors trained in these skills are more
valuable to the organization!
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